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Dedication.  This paper is dedicated first and foremost to Former FAA Special Agent (Air Marshal/Red Team Leader) and current TSA employee, Bogdan Dzakovic.   People have no idea the amount of risk, time, and effort he devoted trying to prevent air terrorism events such as those of 9/11.  Long before Bogdan had any protection at all (mid to late 90s) he was risking his career going up the chain of command and warning FAA, DoT, GAO, and Congress of impending air terrorism events.  TIME Magazine named three courageous women (Coleen Rowley, FBI; Cynthia Cooper, WorldCom; and Sherron Watkins, Enron) Persons of  the Year in 2002.  Without taking anything at all away from these courageous and patriotic persons, they were all protected when they came forth and did so after the events on which they blew the whistle.  Bogdan, with NO protection at all and years BEFORE 9/11, was honoring his oath to the Constitution and the People of the United States.   Bogdan remains a persecuted and wasted employee of the TSA.  No one has more right to be bitter and “just draw his government pay.”  Yet his character and integrity won’t allow that and he fights every day to prevent further air terrorism events.  He testified before the 9/11 Commission on 22 May 2003, and in sworn statement courageously warned the Commission that TSA was worse than FAA Security and of further air terrorism events because of TSA intentional and willful negligence.

Prior to Bogdan’s being validated as an official whistleblower by the US Office of Special Counsel in Feb 2002, I wrote many e-mails and letters to the White House, Congress, and later to the media.  Generally, I used “I” (first person singular) when revealing facts and wrongdoing.  In reality, it was never “I,” but in fact, always --  WE.  I did that to try to protect Bogdan since he had no government protection.  The son of first generation emigrants, who was orphaned at a young age, Bogdan Dzakovic is a true American and true American Hero.  We owe him more than we can ever repay.

Secondly, I’d dedicate this paper to the next group of victims’ families who are sure to come, most likely due to US government, especially TSA, continuing intentional/willful negligence.  

Many in the government castigate TSA on almost a daily basis.   Yet, none of them does anything.  If we as citizens don’t demand the government we deserve; we’ll continue to get the government we ignore.

Steve Elson

9/11, YES, THERE IS A SMOKING GUN!
Who knew what? When did they know it? What did they do or NOT do about it?


As you read this white paper:

1. Be critical in your thinking.  Do not take anything for granted. Question

everything.  Challenge every word.

2. First time through (it is “relatively” long, but a whole lot shorter than what will emerge from the 9/11 [hopefully] Independent Commission into a very politically charged Presidential and Congressional race), scan for ideas and totality.   Then read it through again, questioning each comment and opinion.  The many documented items stand as they are.  I will be glad to share that documentation with any serious reader who wishes. 
3.  As you read through failure after failure, you will notice that despite the rhetoric of vigilance, the government either ignored or simply refused to correct known extant vulnerabilities that exposed the safety and security of the public and the US aviation industry to unnecessary risk.  In either case, that lack of action is unsupportable at best, and unacceptable at worst. Ask yourself, “Is this what our civil/public servants are supposed to do?  Are our government officials honoring their oaths to ‘provide for the common defense?’ Are they incapable of carrying out their duties and obligations or, in the worst possible situation, have they been co-opted by monied corporate interests and reelection concerns?”

These questions form the basis of the failures that led to 9/11 and unless corrected are likely to lead to the similar failures that will endanger the American public, our economy,  and our American way of life.

Example:  On 02 Apr 93, FAA Security Operations Chief, Lynne Osmus, wrote a report dealing with failures in airport access controls, including San Francisco.  Those failures continued for years, and were documented by FAA Agents, the FAA Red Team, DoT Auditors, and GAO Auditors.  A 1998, vulnerability assessment at San Francisco Airport revealed a 99.11% failure rate on 450 tests.  In 1999, DoT found continuing dramatic access control failures at San Francisco.

Before 9/11, FAA “test” results were contrived and can be proven so.  Today, September 2003, TSA access control testing, though classified, continues to be inadequate.  There are countless media reports revealing the control weaknesses and ease of illegal access.  Ten years since the Osmus paper, the failures continue and in many instances are now worse.

4.  Be critical. Think. Question. Attack the arguments.  The facts are here.

NOTES:

1.  This paper does not engage in name calling, although it does name names (Accountability). If someone is a liar and proven so, then that is stated; that is Accountability, not name-calling.  What opinion it does contain is based on my background, first hand experience, my education, and most importantly, facts.

2.  For the most part, this paper will present a chronology of documented facts, leading up to 9/11, and thereafter, that reveal today’s true state of Aviation Security (AVSEC).  Unlike the debate about the failures of our intelligence agencies—where there is no “smoking gun,” there is indeed a “smoking gun” that proves the FAA culpability.   Not only did the FAA know the threats and vulnerabilities, it ignored these and even in some instances, actively interfered with field agents’ efforts to take necessary corrective actions.

3.  The documented evidence and excerpted quotes presented below come largely from binders presented to Congress and offered to the 9/11 victims’ families.  To keep this paper from becoming too large to digest in a short period of time, the most significant information is presented here; it represents but a small percentage of the information available.  The binders and video documentation of TSA failures were given to the 9/11 Commission.

4.  In instances where I offer opinions, I do so based on a combination of education, background and direct experiences which are covered in detail in my resume/CV.  The scope, timing, and magnitude of the issues addressed leave some matters up to interpretation.  However, facts are facts; and truth is truth.

5.  Emphasis marking, i.e. underline, bold, capitalization, etc. is that of the author.

Steve Elson  (elson.atasf@verizon.net)
GLOSSARY

ACO -- Civil Aviation Security Operations Directorate located at FAA headquarters.

Falls under ACS.

ACP -- Civil Aviation Security Policy Directorate located at FAA headquarters.

Falls under ACS.

ACS -- FAA “Civil Aviation Security” Staff Directorate.  Usually referred to as “FAA

Security” or “Security.”  (A number after the letters indicates the individual’s chain of command code in the directorate, e.g., ACS-1 is the top person in FAA Security, ACO-1 is the top person in FAA Security Operations.

AVSEC - Aviation Security

CASFO - Civil Aviation Security Field Office.  Usually located at or near the larger,

busier airports in the US  Conducted airport/air carrier inspections and testing. The enforcement arm of FAA Security.

CASLO – Civil Aviation Security Liaison Officer, usually stationed at a US Embassy

CTX - A million dollar piece of equipment that combines x-ray and CT-Scans to “detect”

explosives in baggage.  Generally used for screen hold checked baggage. Does not actually detect explosives.  Detects molecular densities of substances and compares those to a programmed database.

DoS - Department of State

DoT – Department of Transportation

DoTIG/OIG - Department of Transportation Inspector General

DHS or HS - Department of Homeland Security

DHSIG -- Department of Homeland Security Inspector General

EDS – Generic term for Explosive Detection System (at present, the CTX and L3)

ETD  - Explosive Trace Detectors.  Devices located at the Screening Checkpoints of

most US airports, which can detect minute quantities of explosives or explosive residue.  Generally used to screen carry-on baggage.  Can be a backup or replacement for EDS

FAM – Federal Air Marshal

ICAO – International Civil Aviation Organization  (The UN’s civil aviation organization)

IED - Improvised Explosive Device  (homemade bombs)

MIRROR-IMAGING – Erroneous assumption that leaders/people of one country/culture 

think the same way another country/culture thinks
NPRM - Notice of Proposed Rule Making

OIG  -  (Department of Transportation) Office of Inspector General

SEA – Special Emphasis Assessment.   ACO program in late 90s for field agents to 

conduct realistic testing against suspected weak areas in aviation security.

INDUSTRY (or “the Industry”)  - Term used to describe the Airline Industry

NEGLIGENCE – The failure to use reasonable care.

TREASON  - A betrayal of trust or confidence  

THESIS:  The events of 9/11 were, with almost 100 percent certainty,  easily preventable. However the responsibility for prevention did not rest with the CIA, FBI, NSA, USCS, INS, ATF, or USSS, but rather FAA Security (ACS) alone.

1. Former FAA Air Marshal/Red Team Leader Bogdan Dzakovic stated of FAA AVSEC: “What happened on September 11th was not a failure in the system; it was a system designed for failure.”  The same can be said of the Intelligence community.
2. The failure to share information wasn’t as great a problem as was (and still is) a system that does not allow for the information, discovered by field operatives/agents, to make it up the chain of command without being politicized/quashed.   If there was no way to get the information up the chain in one’s own organization, there was very little opportunity to share information across organizational lines.

3.  The one agency that had a plethora of information, resources, as well as the mission to prevent such an event (9/11), was the FAA, and its ACS (“Security”) in particular.  The FAA did not fulfill its mission and the consequences are horribly apparent. 

Cast of Characters (alphabetical by last name):

Monte Belger - Acting Deputy Administrator, FAA. (Career FAA, the true power in FAA)
Bruce Butterworth – Former Manager of FAA Security Operations (ACO) following Osmus

Cathal Flynn  - Associate Administrator for Civil Aviation Security from 1993 to the end

of 2000

Jane Garvey  - FAA Administrator August 1997 – September 2002

Willie Gripper  - Regional Security Manager of the Boston Area airports, pre 9/11.

Transferred to TSA after 9/11.  Rumored to have been fired from TSA.   Now Internal Security at FAA

Lee Longmire – Former Deputy of FAA Security Operations (ACO), now at TSA

James Loy – Replaced John Magaw.  When TSA moved from DoT to Homeland Security,

became the TSA Administrator. In late 2003, after massive documented failures at TSA, promoted to Deputy Secretary, DHS.

John Magaw – First Under Secretary of Transportation Security at the Department of

Transportation (DOT). Later TSA Administrator. Fired 18 Jul 02.

Kenneth Mead - Department of Transportation Inspector General

Norman Mineta  -  Current Secretary of Transportation as of this writing

Lynne Osmus – Former Manager of  FAA Security Operations (ACO), former

Chief of Staff to the FAA Administrator.  Now FAA Internal Security

Rodney Slater - 
Secretary of Transportation prior to Norman Mineta

Mary Carol Turano - Manager, Boston Civil Aviation Security Field Office (CASFO),

pre 9/11, now TSA Deputy Director, Office of Screener Performance and Training
Others    
Gen. OK Steele - Associate Administrator for Civil Aviation Security, Nov 90–Nov 93

Gen. Michael Canavan -Associate Administrator for Civil Aviation Security, Dec 01-

Oct 02

Mary Schiavo - Former DoTIG, 1990-1996
The backgrounds of the next two are abbreviated.

Bogdan Dzakovic -- Former US Coast Guard Officer, Former NIS Criminal Investigator/ Special Agent (Federal Job code 1811); former FAA Air Marshal Team Leader, former FAA Red Team Leader.  Currently, TSA employee.   Holds a Masters of Science Degree  with concentration on Security Administration.

Steve Elson -- Former Undercover Narcotics Officer; Retired Navy (SEAL/VN Veteran/Red Team/Special Operations Intelligence); DEA IDEC and Non-Agent Supervisor in Latin American Source Suppression program; FAA Red Team (leader and member); FAA Security Field Agent in Houston.  MA in National Security Affairs (Intelligence curriculum with focus/thesis on terrorism -- 1982).  Pilot: Multi-engine, Airline Transport Pilot rating, Multi-Engine Instrument Instructor

Background

1. The FAA is structured primarily as a regulatory agency with certain enforcement powers.  Simplistically, the purpose of the regulatory agencies, e.g. FAA, FCC, OSHA, FRA, is to ensure that private sector companies/businesses do what is “right” and what they are supposed to do.  The US government recognized, in theory if not practice, that the business of businesses is to make a profit.  While businesses may be under moral obligation to “protect” the public, profit is the overall goal.  Recent scandals (ENRON, WorldCom, Health South, Arthur Andersen) show that this goal may be all consuming.  Regulatory agencies were established with varying degrees of power to ensure regulations were put in place and enforced which protected the public.   For example, the FAA is required to ensure that various safety and security measures are in place and enforced to keep passengers from being killed, and the industry secure.

A. The FAA under Federal law, is responsible for ensuring compliance with the appropriate regulations and directives.  Violations can (but usually do not) result in cases being opened, with resulting occasional, civil penalties.  The civil penalties are invariably inconsequential; historically have been negotiated down to pennies on a dollar in global settlements. To the airlines, they were just a “cost of doing business.”  In some cases like the well-known case involving Alaska Air FAA Principal Operating Inspector (POI) Mary Rose Diefenderfer, who was fired from FAA Seattle for trying to “protect the flying public,” the FAA looked the other way at the gross safety deficiencies exposed.  On 31 Jan 2000, 88 souls died in the crash of Alaska Air flight 261 due to FAA intentional and willful negligence.

B.  The FAA has a long and tortuous process for imposing new rules called -- “Notice of Proposed Rule Making (NPRM).”  However, the FAA not only has the legal authority to take immediate action in exigent or dangerous circumstances, but it is required to do so.  The FAA can levy fines, suspend certain flights, or even shut down an airline.

C. Shutting down an airline or doing anything that is at all costly to the airlines often resulted in the airlines (which contribute millions to congressional candidates each year) going to Congress for the purposes of putting pressure on DoT and FAA to “lay off.”   Irrespective of all this, there is nothing in the personal oath of office or the agency’s mission statement that says the FAA was to put airline profitability and convenience ahead of public safety and security, but that is exactly what happened. 

Example, shortly after 9/11, Monte Belger (arguably the most powerful man in the FAA,), allowed American Airlines to circumvent an important security measure, the FBI “hit list.”  Even when the US government was “lending” $15 billion to the airlines because of the damage done to business after 9/11, the airlines were still contributing millions to congressional campaign funds.  For an excellent account of the “money story,” businessman/author Andrew R. Thomas’ -- “Aviation Insecurity: The New Challenges of Air Travel” (Prometheus, 2003) is a must read.  This is an excellent across-the-spectrum primer -- well-written, easy to read, designed for the public rather than security professionals (who should also read it), and frightening.  
2. FAA agents/employees all took a form of the same oath to “support and defend” that the President takes, that Congress takes, and that other DoT employees take.  The FAA’s stated mission: Ensuring Safe, Secure, Efficient Flight.  The formal mission of FAA Security (ACS):  Prevent security incidents in the aviation system, or informally “protect the flying public.”  “Prevent” is the operative word here.  The failure to honor the oath and perform the stated mission resulted in the events of 9/11.  This oath is really the foundation of what we do in the government.

Documentation Sources:

1.   Internal unclassified documents

2.   Reports from former and current FAA/TSA agents (who shall remain unnamed)

3.   Three Binders that we put together:


A.  Book I.  Binder approximately 400 pages, annotated, indexed,  cross-referenced.  Delivered to key congressional aviation offices Mar 2000, most often with a one-hour accompanying personal brief. (Those Congress(wo)men named below.)

B.  Book II.  Binder approximately 150 pages, annotated, indexed,  cross-referenced.  Delivered to key congressional aviation offices Jun 2000, most often with a one-hour accompanying personal brief.  (Those Congress(wo)men named below.)

C.   Book III, Post 9/11.  Offered to victims’ families. Presents dramatic evidence of FAA’s knowledge of both threat and vulnerability and refusal to take corrective action.  Many of the exhibits in this book were extracted from the two binders previously referenced.

4.  Bogdan Dzakovic’s Whistle Blower OSC disclosure, sustained by the Chief Counsel of

    the OSC and publicly released on 18 Mar 03

5.  DoTIG Kenneth Mead’s report of investigation in response to Bogdan Dzakovic’s complaint

6.  Various Media Sources

7.  DoTIG open source reports

8.  GAO reports

9.  Personal experiences.

10. Bogdan Dzakovic’s oral and written testimony at the Independent Commission

investigating the 9-11 terrorist attacks, on May 22, 2003.

11. Cockpit breaches/insecurity.  Years of air rage cases in which the cockpit was

successfully breached without FAA Flight Standards taking any corrective action to  prevent future events. Statistic available in Andrew R. Thomas’ “Air Rage: Crisis in the Skies” (Prometheus, 2001) and 9/11 Independent Commission testimony of former DoTIG, Ms. Mary Schiavo.

Pre 9/11, FAA SECURITY

1. General

A. FAA Security essentially was born out of the Cuban-era hijackings.  Those hijackings were not primarily political in nature, not designed to make a statement, and not intended to harm anyone.  The hijackers were people desperate enough to take drastic measures to return to Cuba.  Some were Cubans trying to get home.  Others were criminals or people evading the law who chose this (illegal) method to get to Cuba.  Most were not hijacking the planes to make political statements or to kill passengers; their acts were not part of a larger plan to embarrass or destroy the US  (Congress enacted laws to prevent hijackings and cover the “general” aspects of aviation security (AVSEC); these laws provided FAA with the regulations and enforcement authority to ensure that those regulations were enforced).  The history of FAA can be found on the FAA’s website, www.faa.gov.


(1) Who’s in charge?   Up front, the bifurcated responsibility for in-air incidents within the FAA must be noted.  FAA Flight Standards (AFS), which sets and enforces regulations and standards to ensure safety of flight, was in charge of air rage incidents.  FAA Security (ACS) was in charge of all ground security and in-air security dealing with hijackings.  Federal Air Marshals (FAMs) fell under the ACS umbrella.  In the late 90s, there was discussion of moving air rage incidents from AFS to ACS.  I don’t know the final resolution of the proposal.  The bottom line is that the events of 9/11 clearly and unequivocally fell under the purview of FAA Security.

B.  Per the mission statement, the purpose of FAA Security was to PREVENT security incidents and to “protect the flying public.”

C.  There were several hijackings in the mid-80s.  Most notable, perhaps, was the hijacking of TWA Flight 847, a B-727, to Beirut.  At that time, I was working in Military Special Operations Intelligence.  Following that event, our commander asked us to submit “lessons learned” report.  Although I had no experience or background in Civil Aviation or Security at that time, my submission included a recommendation to harden the cockpit and secretly add non-lethal disabling gas to the aircraft air system in the cabin.  I was woefully ignorant of the fact that cockpit doors were not kept closed and locked; that there were common keys to the cockpit; that the FAA violated its own mission of “Preventing” security incidents in favor of capitulation; and that there existed a myriad of other FAA/Industry practices that did not make “good security sense.”

D.  When I came to FAA in 1992, I found out that, as early as 1990, some in FAA Security had been recommending hardening and locking of the cockpit doors.  No action was taken to effect these recommendations.

E.  In late 1988, FAA Special Agent Tommy Dome conducted an FAA security assessment of Frankfurt, Germany, International Airport.  He wrote, “Security at Frankfurt is held together by tenuous threads of luck.”  (What corrective action did FAA take? Ans:  None!)
F. The result was not long in coming--those threads broke on 21 Dec 88 with the explosion of PA-103 at 19:02::50Z, killing all 259 aboard and 11 on the ground

G. The FAA sent an investigation team to Lockerbie.

H.  Washington Post. “Reacting to organized pressure from the families of the victims, [George H.W.] Bush reluctantly formed the commission on Aug. 4, 1989, more than seven months after the Pan Am Boeing 747 exploded at 31,000 feet over Lockerbie, Scotland, killing 259 people on the plane and 11 on the ground.”  Don Phillips and George Lardner Jr. Washington Post Staff Writers, Wednesday, May 16, 1990; Page A01.

I. PA-103 should have been a wake-up call; it was not.  Like the later recommendations of the TWA-800 Commission, the FAA watered down and did not enforce the recommendations for improvements in security -- On 08 May 97, Victoria Cummock (who lost her husband in the bombing of Pan Am 103 on 21 Dec 88 and who was a member of the White House Commission established following the TWA 800 crash off New York in 1996) stated in a CNN Internet news article that, “…the commission accomplished little if anything and that its recommendations carried no weight.  She continued, ‘I don’t know how we could really get a fair commission based on the degree of collusion that I see between the [airline] industry, the Federal Aviation Administration, the Department of Transportation, and Al Gore.’  ‘Victoria Cummock has filed a suit in federal court against Mr. Gore and the Department of Transportation, alleging that the Vice-President forced her to abandon a call for specific counter-terrorism measures and demands for their implementation. A magazine report claimed yesterday that Mr. Gore's decision may have been influenced by large-scale campaign contributions from the airlines’.”

  (Did the government honor its oath? Did it take immediate corrective actions? Is this what we “hired” our government to do?)  
J.  Following PA-103, Congress mandated that FAA liaison officers be placed at the country’s major airports.  Thus the Federal Security Manager (FSM) program was established which placed senior agents at major airports across the country who reported directly to FAA HQ, in Washington, D.C.

K.  Retired USMC Inspector General OK Steele was appointed, for a fixed three-year term, as the Associate Administrator for Civil Aviation Security.  The FAA Administrator directed Gen Steele to start a “Red Team,” an adversarial force, to check the entire AVSEC system and see “what was really going on out there.”  Standard FAA testing, approved by the Airline Industry and designed to be easily passed, had shown success rates up in the 90% to 95% range.  The Red Team, during the tenure of Gen. Steele, proved that the failure rates for real-life simulation exercises were in the 90+% range. During General Steele’s tenure, the Red Team essentially established a solid database which provided his successor, Cathal Flynn, a “true picture” of AVSEC.  It was then Cathal Flynn’s charter to correct the problems. (Did the government honor its oath? Did Cathal Flynn take corrective actions? Is this what we “hired” our government to do?) 

L.  It must be noted that there was really nothing wrong with the pre 9/11 screeners (or the post 9/11 TSA screeners).  The failure is in the lack of strong moral leadership.  The pre 9/11 airline contract screeners were doing exactly what the congress, the DoT, and the FAA wanted them to  -- creating a façade of security (90% to 95% success rates shown on FAA databases.)

2. Specific

A.  [Book III.  1992-1993.   From October 16, 1992, FAA internal intelligence report entitled,   “INFORMATION: Special Analysis – Civil Aviation Incidents in the United States, 1983- 1992, Harris, 202 267-9075,”] later distributed across FAA Security Management:  “Small knives (blade length of four inches or less), the most frequently employed weapon to hijack aircraft (in the US), were used in three incidents.”  The eleven-page report goes on to discuss overseas hijackings and incidents and the changing nature of air terrorism, and states: “It should not be presupposed from this, however, that such hijackings will never occur in the US  Politically-motivated hijackings by multiple hijackers have, in fact, taken place in the US, but not within the past nine years.”  (Did the government honor its oath? Did it take immediate corrective actions? Is this what we “hired” our government to do?)  

B.  [Book III.  From a Lynne A. Osmus (currently the head the new Internal Security and Hazardous Materials Office in FAA) Memorandum dated Apr 2, 1993, with the subject:  “INFORMATION: Draft Report:  OIG Survey of Airport Security” -- distributed across FAA Security Management.”]  On the cover page, Ms. Osmus discusses the purpose of the survey and states, “Although this audit cut a narrow swath through our domestic airport security operations, it is reasonable to believe that these findings could be symptomatic of a much larger problem.”  The airports covered in the audit were:  BWI, Miami, San Francisco, San Juan, and Houston Intercontinental.  The report concluded with statistics on gross failures of FAA AVSEC.  These failures became more significant in the ensuing years, as AVSEC worsened at these airports while the FAA claimed the problems were “fixed,” as detailed in Book III.  For example, while this 1993 report shows that unauthorized access was gained at San Francisco International Airport 3 of 5 attempts (60% failure rate), the 1998 vulnerability assessment at the same airport, with a far greater statistically significant sample (successfully gained unauthorized access 446 of 450 attempts) shows a failure rate of 99.11%  (more on this below).  (Did the government honor its oath? Did it take immediate corrective actions? Is this what we “hired” our government to do?)

C. [ Book III.  May 21, 1996, letter from Cathal Flynn to Mr. Karl-Heinz Hemmer (a senior German aviation official in Frankfurt, Germany) concerning the results of “Operation Marco Polo” against US carriers.] This operation was a 5-month Red Team assessment at Frankfurt International to replicate the PA-103 bombing, especially dealing with checked baggage x-ray screening.   There were 60 planned assessments.  After 13 assessments with 13 failures (100%), Cathal Flynn ordered the testing stopped and informed the US carriers in Frankfurt of the results “to see whether detection performance would improve.”  Testing resumed in March; the operation was concluded with only a total of 31 of the planned 60 assessments performed because the failure rate for the assessment to that point was 31 of 31 (100% failure rate).  In the concluding paragraph of the letter, Cathal Flynn writes, “Although the results may not be what we had hoped for…” To the best of my knowledge, no corrective actions were taken and no further testing was ever attempted.  [This letter was part of Bogdan Dzakovic’s whistle blower disclosure and DOT Inspector General Kenneth Mead failed to provide any evidence of documented corrective action]. (Did the government honor its oath? Did it take any corrective actions?  Is this what we “hired” our government to do?  Was Flynn’s comment that of a strong leader dedicated to correcting proven life-threatening vulnerabilities?)

D. [Washington Post, July 21 1996, “New Devices May Foil Airline Security.”] A success story, rapidly forgotten.  This is more commonly referred to as the “Bojinga” or “Bojinka” incident (December 1994, starring Ramzi Yousef, et al.) in which terrorists had planned to place explosives in 12 large US air carriers in the Far East.  Since I worked on this in the capacity of an “intelligence officer,” I am unable to go into a lot of detail due to classification issues.  In the Bojinga case, the day was saved because of a house fire in the Philippines and the FAA sending an agent to the Philippines who avoided bureaucratic hang ups, avoided the FBI, and dealt directly with the indigenous cops. The information he gleaned and passed back to FAA HQ helped avert a tragedy of immense proportions.  That agent, instead of being lauded and rewarded, was essentially badgered to the point that he quit the FAA.  Also contributing to a successful security effort in preventing the disaster was the FAA Red Team Assessment in Bangkok (of which I was a part) shortly before the planned bombing attempts.  The vulnerabilities that we discovered at the target airport resulted in an upgrading of security by the local FAA liaison officer, who took security seriously.  (Did the government honor its oath? Did it take immediate corrective actions? Is this what we “hired” our government to do?)

(1) A recently released Congressional Intelligence document talks to the issues of terrorist testing in the US in the mid-90s.  FAA was well aware of terrorist efforts against US Carriers as delineated in the report on Bojinga; that Middle Easterners were training at flight schools in the US in the early 90s; that Middle Easterners were carrying flight bags with US Airline stickers on them; and that airport surveillance and testing were being conducted by unknown parties against US airports (as noted in the FAA Federal Security Manager weekly summaries which were distributed to the FAA by internal e-mail).

E.  [Personal Experience and Book III - Invision CTX testing, Atlanta and San Francisco, mid-90s.]  Our testing revealed numerous problems with these devices with detection and false alarm rates exceeding 30%.  I recommended in an internal password-protected e-mail report to Cathal Flynn, through the Red Team manager, that FAA not purchase the machines.  Of note, during one test period in San Francisco, I noticed the CTX operators beginning to hand-check most bags.  A brief investigation revealed that the airline had received a call advising that the media would be doing undercover filming of the CTX.  That call compromised the evaluation, skewing the results of our testing; I shut down operations and sent all agents back to their home offices.  The source of the call was later attributed to Bruce Butterworth, then head of FAA Security Operations (ACO-1). This “notification” was frustrating, wasteful, costly, and totally unnecessary; “notification,” as shall be seen, was not an uncommon practice of FAA management.  (Did the government honor its oath? Did it take immediate corrective actions? Is this what we “hired” our government to do?)

F.  [Book III. From a Bruce Butterworth 12/2/97 cable to the field, “Subject: ITS Internal Communication, RE: SEA Testing.”]   (“ITS” is a screening company.)  SEA, “Special Emphasis Assessment,” was an FAA ACO field program (knowledge of which was supposed to be restricted only to FAA Special Agents) to test suspected weak aspects of AVSEC.  The assessments were intended to be more realistic than standard FAA field-testing in order to help determine what the true state of AVSEC was.  We, the field agents, were threatened with disciplinary action or firing, if we revealed the existence of the assessments to the airports or carriers.  Yet, ITS contacted the FAA office in Michigan with documentation of the testing.  A series of internal e-mails led to Mr. Butterworth who wrote in the referenced cable:  “Indeed, we did tell the Industry (airline) when the tests would start and how long they would last, and something generally about their coverage.  We also, of course, briefed them on what deficiencies we found last time.  Before anyone jumps to a conclusion, let me assure you:  No, this is not the way we will be operating.”  But it did prove to be the way FAA ACS was operating.  While in Houston, I opened a case on one of the airlines; in response to my Letter of Investigation (LOI), airline corporate security told me that I couldn’t open a case and quoted, verbatim, information from the SEA protocol.  This pre-notification was repeatedly demonstrated by Cathal Flynn who required the Red Team to pre-notify FAA field offices of CTX testing.  When that was done, results changed significantly.  Other examples will follow.  (Did the government honor its oath? Did it take immediate corrective actions? Is this what we “hired” our government to do?)
G.  [Book III.  Bruce Butterworth letter dtd 03 Jun 98 to ACO - entitled “Subject:  Evaluation of discrepancies between field testing results and ACS-50 (Red Team) assessment results.”]  This was in response to FAA standard testing (designed-to-be-passed).  Red Team testing was secretive, restricted, and more realistic.  Only Cathal Flynn and the Red Team manager knew of the operations.  When Red Team assessments were revealed to ACO-1 or FAA management at the airports ahead of the assessment, results were skewed.  FAA Management tried to impede efforts to determine the true state of security in the country.  Could that be because the abysmal results would have required taking action against the powerful and rich airlines, thus costing the airlines?  There is no alternate explanation of which I am aware.  (Did the government honor its oath? Did it take immediate corrective actions? Is this what we “hired” our government to do?)

H.  [Book III.  Memorandum dtd 14 Aug 98 from Special Agent Bogdan Dzakovic to FAA Administrator Jane Garvey, with a copy to Secretary of Transportation Rodney Slater.  Subject:  Problems within FAA.”]   This 13-page memorandum was a factual description of the many failings of FAA AVSEC and an emotional plea for action to correct the gross negligence of FAA Security before people died needlessly due to that FAA intentional and willful negligence.  Bogdan Dzakovic (foreseeing “bad things to come”) and other Special Agents, having tried unsuccessfully to correct known vulnerabilities, stated in this memorandum, “the US faces a potential tidal wave of terrorists attacks.”  The memorandum was signed, “Respectfully and Loyally Yours, Bogdan Dzakovic.”  In this memorandum Bogdan talks about the many FAA Security failures/problems and corrective actions he attempted within the chain of command to try to remedy the problems, all without success.  A copy of the memorandum was hand-delivered to the Secretary of Transportation’s office.  When Administrator Garvey refused to even acknowledge the memorandum, Bogdan reported this to Transportation Secretary Slater’s office. The Secretary then directed Administrator Garvey to respond.  She did not.   (Did the government honor its oath? Did it take immediate corrective actions? Is this what we “hired” our government to do?)

I.  [Book III.  “Unannounced Security Assessment, San Juan, July 16 – 20, 1998)”]  (recall that this was one of the airports addressed in the Lynne Osmus 02 Apr 93 report, para 2.B. above.) FAA ACO (operations) initiated a trial program of unannounced airport inspections (not testing, but inspections) to validate the Airports’ codified Airport Security Program (ASP).  The results, as detailed in this 18-page report, which included pictures, were not good.  This was to be expected since Red Team Leader Bogdan Dzakovic had previously conducted Red Team assessments at San Juan airport with poor results.  Bogdan observed a total breakdown in security when the cruise ships returned to port and took the cruise passengers to the airport. He noted in his Red Team after-action report that the, “…airport in which the current infrastructure was so overwhelmed with passengers that the air carrier simply stopped conducting certain basic security requirements during the peak travel times...” The Red Team manager directed Bogdan to expunge this comment from his after-action report.   The FAA’s response to this excellent ACO trial program with realistic results?  Discontinue the program.  We (Bogdan/I) are not aware of any action taken to correct the myriad of problems discovered by Bogdan Dzakovic’s Red Team assessment or the ACO trial unannounced airport assessment. (Did the government honor its oath? Did it take immediate corrective actions? Is this what we “hired” our government to do?)

J. [Book III.  Cable on meeting on 10/1/98 Subject:  “FAA meeting on Vulnerability Assessments for SFO airport, 9/24.”]   This cable describes in some detail the results of that assessment. (cf 2. B. above) For example:  

“Their team worked around different areas in SFO airport.  They managed to break through different security screenings repeatedly in many different areas.  Of 450 times when they were working their way past different security points to get to security areas they were caught only 4 times.”  (99.11% Failure).  “They managed to get by passenger Xray screening repeatedly (7 times) having on them a gun sealed under their belt-buckle.  Also, having an automatic Mac machine gun under their jacket on their back.” (sic)

SFO is San Francisco International Airport.  According to a senior ACP special agent who requested anonymity, this vulnerability assessment was videotaped by the Naval Surface Warfare Center at Port Hueneme, CA. The tape was to be used for FSMs to train airports, but the results were so bad that after the tape was viewed at FAA HQ (with, according to a source, Assistant DoTIG Alexis Stefani in the room), it was “buried.”  FAA corrective actions taken?  None of which I am aware.  I do not have documentation, but was told that a second vulnerability assessment was conducted at another Northwestern US airport with similar results.  (Did the government honor its oath? Did it take immediate corrective actions? Is this what we “hired” our government to do?)

K. [Book III.  Cable, Staff Meeting Notes dtd 6/11/99, 1:38PM].   The DoTIG had conducted an access control audit at a number of airports.  The FAA then began a SEA on access control testing.  During the staff meeting, Lee Longmire, ACO-2 (Operations Deputy) states, with Cathal Flynn, The Red Team Manager, and other senior security officials present,  “…access control (testing) overall is OK. The problem is that it’s probably artificial due to the fact that “they” [airports and air carriers at the airport] knew we were coming;” “They” in fact did know.  After one of the assessments, an FAA Agent called to tell me that she was “busted” during one of these assessments and that I was right about FAA management’s pre-notification.  The agent was one of two agents who met at an airport at which both were unknown (so they wouldn’t be recognized and the test would provide “accurate” results).  As they stood by a jetway door, awaiting a chance to breach, they observed several police officers standing to the side, talking, laughing, and pointing at them. When the opportunity to breach presented itself, the two agents made the attempt only to be “captured” immediately by the nearby police officers. The statistics, which Cathal Flynn quoted at a 06 Apr 00 Sen. Hutchison hearings, claimed a 96% success rate in preventing breaches; that 96% success claim included these apparent “known” assessments as stated by Lee Longmire. Another example was that of an FAA Special Agent sent to conduct approximately 40 tests at a small Florida airport.  After the agent was caught once or twice, early in the assessment, everyone at the airport knew what was going on.   According to that agent, FAA Headquarters directed him to continue the assessment.  Suffice it to say that the airlines/airports caught most of the attempts.  These airport/airarrier “successes” contributed to Cathal Flynn’s 96% success claims at the hearings.  (Did the government honor its oath? Did it take immediate corrective actions? Is this what we “hired” our government to do?)

L.  [Book III.  USDoT Memorandum, Office of the Inspector General dtd 18 Nov 99.  “ACTION: Report on Audit of Airport Access Control, Federal Aviation Administration Report No. AV-2000-017.”  From:  Alexis M. Stefani, Assistant Inspector General for Auditing.]  This memorandum was in response to FAA 12 Oct 99 comments on the DoT 24 Sep 99 draft report.  Ms. Stefani notes that certain parts of the FAA response “were acceptable,” although the estimated completion date was omitted; she adds, “However, we [DoT] consider your [FAA] comments and actions planned non-responsive to our recommendation to require airport operators and air carriers to develop and implement comprehensive employee training programs.  We request that you reconsider your response and corrective actions…”  (Opinion: It appears that DoT is trying to keep FAA from revealing its failures and indifference by requesting FAA change its comments.  The comments as stated by FAA would require DoT response/action.) (Did the government honor its oath? Did it take immediate corrective actions? Is this what we “hired” our government to do?)

M.  [Book III. Cable. APA109-99, 24 Nov 99 by Public Affairs Officer Rebecca Trexler.  Subj:  “FAA Statement on the Inspector General’s Report on Airport Access Control:”]  “The Federal Aviation Administration (FAA) finds the Inspector General’s report helpful in outlining needed improvements in airport access control.” (Opinion: The phrase “finds helpful” is curious since it implies that FAA wasn’t aware of the problems. Odd, considering the San Francisco 99/11% failure rate, para 2J and Lee Longmire’s comments above, para 2K.  This is a typical response from FAA, which generally claimed in public affairs announcements that the FAA immediately addressed known discrepancies.  The continuing and numerous failures in exactly the same areas of AVSEC over the years belie this statement.)  (Did the government honor its oath? Did it take immediate corrective actions? Is this what we “hired” our government to do?)

N. [Book III.  Transcript testimony of Sen. Kay Bailey Hutchison Hearings, 06 Apr 00.]  When I was apprised of the hearings by FAA field agents, I called Sen. Hutchison’s office and talked to a Hutchison staffer. I told him that he needed to prepare his senator for the likelihood that Cathal Flynn would make unsupportable statements at the hearings.  I directed him to Walley Burnett on Senator Stevens’ staff or Martha Albright on Sen. McCain’s staff to borrow the Big Blue book (Book I) we had given them in March 00. Sen. Hutchison’s staffer failed to contact Mr. Burnett or Ms. Albright.  The hearing transcripts make some dramatic claims of FAA success by Cathal Flynn which are politely contradicted by Assistant DoTIG Alexis Stefani.  The statements are available in the transcript hearings.  (Did the government honor its oath? Did it take immediate corrective actions? Is this what we “hired” our government to do?)

3.  Personal Initiatives.

A.  [Book III.  E-mails and letters to the White House and Congress.]  I resigned from the FAA in Feb 99, fully convinced that FAA was, by its willful/intentional negligence and cover-up, going to allow the safety of Americans using the air transport system to be endangered.  I tried to work within the system sending FAA/DoT numerous letters and e-mails through the chain of command addressing the numerous vulnerabilities.  After leaving the FAA I continued sending e-mails within the system but added the White House and Congress to the address list as I became ever more concerned and eventually distressed about the potential of impending air terrorism events. Those e‑mails were direct and sometimes a bit emotional at that point.  Only a small percentage of those to whom I sent e-mails acknowledged receiving them.  As of this writing I have approximately 2,800 return receipts including over 100 from Chairman Hal Rogers, 84 from Sen. Lieberman, over 325 from the White House (Bill Clinton, Hillary Clinton, Al Gore, Tipper Gore, George Bush, Richard Cheney), former Rep. Scarborough, Rep Pelosi, Rep Harman, Rep. Hastert, Rep Gephardt, Sen. Biden, Sen. Byrd, Sen. McCain, Sen. Domenici, Sen. Stevens, Sen. Snow, Sen. Kerry, Sen. Hutchison, Sen. Feinstein, and others. No, I don’t think they read any of these. I have serious concerns about the Congress’ desire to address known problems, even when presented by their own GAO. It is likely the reason that the government took no action to hold FAA accountable and why the events leading up to 9/11 occurred.  Nothing seems to have changed. (The TSA is simply a more expensive version of the FAA but in many ways is more worrisome and corrupt.) I also have a number of certified return receipts from letters I sent Congress addressing the issues and offering solutions.  I personally put a 2-page letter in Sen. John McCain’s hand in Metairie, LA, on 30 Sep 00 with witnesses present. I beseeched the Senator to read the letter and ask his counsel, Martha Albright about the Big Blue book I had given her warning about the potential for air terrorism attacks.  (Did the government honor its oath? Did it take immediate corrective actions? Is this what we “hired” our government to do?) 

B. [Personal experience.]  Attempt to contact FAA Administrator Jane Garvey, May 99.  While in Washington, I called Administrator Garvey’s office. I talked with her assistant Rochelle Claypoole. I explained that I had quit the FAA and told her the reasons why.  I told her that I had sent numerous e-mails which went unanswered and that I would like to make an appointment with the Administrator.  At Ms. Claypoole’s request I further explained my concerns that FAA management was neglecting serious AVSEC issues that may endanger the air transport system and the Americans using it.  I expressed my concerns about what I considered Cathal Flynn’s misfeasance.  Ms. Claypoole said she would pass the message to Ms. Garvey and get back to me.  When I didn’t hear from her, I called back.  Ms. Claypoole stated that Administrator Garvey would pass on these concerns to Cathal Flynn, the person about whom I complained.  (Did the government honor its oath? Did it take immediate corrective actions? Is this what we “hired” our government to do?)

C.  [Meeting with Mr. Todd Zinser, Chief Criminal Investigator for DoTIG, May 99.]  Discussed FAA failures, cover-ups, and the abysmal state of AVSEC.  As proof, I related the events that occurred during my change of planes enroute to Washington.  In approximately five minutes, I had obtained jetway door combinations; opened, but did not breach a jetway door; obtained serialized bag tags; and picked up a set of “stray” keys which gave me access to restricted documents and restricted  areas in the airport.  When Mr. Zinser asked for those items, I gave them to him, obtaining a dated receipt.  During the course of our discussions (while driving south on I-395 past the Pentagon), he stated, “The whole FAA is so corrupt I don’t know where to begin.”  Mr. Zinser told Bogdan Dzakovic that to be able to take actions against the FAA, since the departure of Mary Schiavo, would require a smoking gun in the hand of the shooter standing over the dead body.  (Did the government honor its oath? Did it take immediate corrective actions? Is this what we “hired” our government to do?)

D. [Book III.  Mar and Jun 00, Congressional visits] (I, at times with Bogdan and/or Bob Monetti) visited Congress and presented the annotated, documented, indexed Binders (Books I and II).  Some of those receiving the Books shall remain unnamed.  Some who did:

(1)  (Sen. McCain) Martha Albright, chief counsel, 06 Mar 00, 10:00 AM, Russell SOB 253

(2)   (Sen. Stevens) Wally Burnett, Transportation, 07 Mar 00, 8:00 AM, Dirksen SOB 133

(3)   (Representative Vitter), Kyle Ruckert, Chief of Staff, 12 Jun 00, 2:00 PM, Rayburn HOB 2406

(4)   (Sen. Hutchison)  Jamie Whitington, Transportation, 13 Jun 00, 11:00 AM, Russell SOB 284

(5)   (Sen. Rockefeller)  Carrie Ates, Chief Counsel, 13 Jun 00, 4:00 PM, Hart SOB 531

(6)  (Representative Oberstar), Stacie Soumbeniotis. Counsel, House Aviation Subcommittee, 14 Jun 00, 9:30 AM, Rayburn HOB 2251

(7)   Sam Whitehorn and Ann Chenoire, Senate Aviation Subcommittee, 14 Jun 00, 2:00 PM, Dirksen SOB 558

(8)    (Representative DeFazio)  Kathie Eastman, Chief of Staff, 16 Jun 00, 2:00 PM, Rayburn HOB 2134

(9)    (Sen. Mary Landrieu)  Office Manager Gina Warner, Hale Boggs Federal Bldg, NOLA, Fall 2000. Received warnings of impending disasters but no binder
(Did the government honor its oath? Did anyone take any corrective actions on the documentation presented above? Is this what we “hired” our government to do?)

E.  (Internal  Confidential Source) In late 2000, approximately a year before 9/11/01, a secretive House Survey and Investigations committee concluded an approximately ten-month long investigation of FAA Aviation Security.  The results (which apparently were not even shown to staffers but to only select members), while frightening and egregious did nothing more than confirm what had long been known and exposed by the DoT, FAA, GAO, and FAA Red Team.  The select members apparently did absolutely nothing to correct the continuing façade of security and vulnerabilities of the flying public.  (Is this what our “select” members of Congress were elected to do? Paid to do?  Took an oath to do?)

F.  [USNEWS, p28, 19 Feb 01, “Since Pan Am 103, a ‘façade of security’ ”] Expecting to have the gross and extant vulnerabilities corrected internally, I had avoided talking with the press for months; having failed to gain the attention of the FAA/DoT chain of command and Congress, I felt I had no option but to reveal the problems to the media.  During our trip to the airport (New Orleans) I demonstrated my concerns and validated my assertions to the USNEWS reporter, Jim Morris.

G.  [Boston Fox 25 Investigation, Deborah Sherman, Apr 01 – apparently same timeframe Atta was assessing Logan] I established assessment protocols, orchestrated, and commented on airport security assessments at Providence and Boston Logan. Superb reporter Deborah Sherman did the rest.  Only some of the problems discovered were actually shown on this award-winning report, but even those clearly indicated that Logan had serious security weaknesses and was extremely vulnerable to exploitation in a number of areas.  That report aired 06 May 01.  Shortly thereafter a copy of the FOX 25 tape was hand-delivered to Sen. John Kerry’s office.  There was no interest in the tape or its contents as indicated by phone calls and e-mails (Book III).  Sen. Kerry’s office would not respond to calls by Deborah Sherman.  Following 9/11, Sen. Kerry stated to Washington Fox 5 reporter, Laura Evans, that he sent the tape to the DoT for action.  Sen. Kerry said he didn’t know if DoT had in fact taken action.  Sen. Kerry also stated that the “FAA should be held accountable.”  Yet he did nothing to hold the FAA accountable.  Ms Evans reported that Brian Sullivan, a retired FAA Agent from Boston, had sent Sen. Kerry a letter, dated 07 May 01, warning that airline terrorism disasters were not only possible, but “likely.”  (Did the government honor its oath? Did Sen. Kerry follow-up on DoT’s actions?  Did Sen. Kerry hold the FAA accountable, an FAA which failed to prevent the hijacking of two airliners that flew into the WTC, from his home airport?   Is this what we “hired” our government to do?)

September 11, 2001

Post 9/11

1.  [Book III.  Internal FAA e-mails. “FAA Grants American Airlines Alternate Procedures.”]

A.  Shortly after 9/11, President Bush stood speaking before a crowd pledging to “get the terrorists.”   Meanwhile, back in Dallas, a senior American Airlines VP was busy bypassing the FAA security chain and coordinating directly with, Monte Belger at FAA, to alter use of the FBI “hitlist” for the convenience of the airline.  The issue was that American Airlines didn’t want to slow boarding, so the passengers were allowed to board before being checked against the FBI “hitlist.”  American claims they would subsequently remove anyone on the “hitlist.”   Gary Mohr, acting manager of the FAA Southwest Region Security office opposed the measure. 

(1) From Book III (USATODAY): (28 Sep 01)

“Gary Mohr, an FAA security official, wrote in an internal e‑mail, “The fact that the door remains open (while the check takes place) causes no comfort.  It would not take much to commandeer the plane and close the door. Aircraft can be moved away from the jetways without their removal,” Mohr wrote.  “I believe this conflicts with any good sense of security and only provides a convenience to the air carrier.”  American spokesman John Hotard said Wednesday that the airline requested the procedure because of security concerns, not as a means to speed boarding.   The airline will still “deny transportation” to those on the watch list, whether aboard or not, he said.  “This is not a convenience issue.”  Hotard said.  “We think ours is a much better security procedure” than what other airlines are doing.  Hotard wouldn’t explain why the procedure was better, saying simply, “there are reasons.”  Others aren’t so sure.  “It’s ludicrous.  To me, it makes no sense at all,” said Steve Luckey, a security official for the Airline Pilot Association.  “The only defense you have (for terrorists) is to deny them access.  Are you going to let the fox in the henhouse and then try to figure out whether he eats the chickens or not? (Note.  The FAA internal e-mails are contained in Book III.)

B.  American Airlines which lost two (2) planes on 9/11 was back to business as usual just days after the event.  Airline convenience and profitability still reigned supreme; passenger safety/security was secondary. (Did the government honor its oath? Did it take immediate corrective actions? Is this what we “hired” our government to do?)   

2.  [Book III.  “FAA Internal Document, Dated 9/11/01, 5:31 PM, states that there a was gun on aboard AA-11.”]   This document is an executive summary sent to FAA Administrator Jane Garvey.  The FAA later denied, then admitted, its existence. In an  exchange between a reporter and FAA Public Affairs spokeswoman Laura Brown on this issue sometime later, the FAA claimed that there were two versions of the memo and that the one sent to the media was the earlier version.  When asked to explain the differences and produce a copy, FAA refused.  It took the FAA several weeks to proffer this explanation.   {Update.  In Sep 04, I talked with one of the most knowledgeable 9/11 researchers in the Country. We had a candid discussion about the probability of a gun being on AA-11.  His contention was that the FAA memo probably was a result of a miscommunication from American Airlines.  (I knew it wasn’t a miscommunication by the person taking the call from American Airlines because I personally know and have talked with that FAA Agent.) The 9/11 researcher said that a gun on the plane didn’t make any sense because Atta knew they could take the plane down with “FAA-approved weapons” and that the gun was a liability if discovered upon boarding. (This makes sense to an American, but we must guard against “mirror-imaging” in our analysis.)  The researcher concluded with the statement, “The gun was no big deal.  Everyone knew you could get guns aboard airplanes.”  This said, FAA Jane Garvey’s refusal to even investigate this issue and the subsequent obfuscation and subterfuge on the part of the FAA reveals the FAA ethos for disregard of the truth and for, instead, trying to cover-up.}  (Did the government honor its oath? Did it take immediate corrective actions? Is this what we “hired” our government to do?)

3.  [Book III. “A Case Study and Other Facts.”]   The Boston FAA Regional Manager, Willie Gripper, knew that his region was in shambles, particularly the CASFO, headed by Mary Carol Turano.  Willie Gripper was aware of Ms. Turano’s failures and high office turnover rate.  Willie Gripper’s and Mary Carol Turano’s performance and the results of that performance at Boston Logan are accurately portrayed on the Fox 25 Investigative report, Logan violation history, FAA official employee attitude surveys (available from FAA), and the events at Boston Logan, Tuesday Morning, September 11, 2001.  

A.   Mary Carol Turano, was a program analyst at FAA HQ with no experience in security. With no experience in K-9s or explosives, she temporarily (for over a year) took over the K-9 explosive program.  A contemporary, who asked to remain anonymous, stated that Ms. Turano won a grievance for not being selected as permanent manager of the K-9 program and that she was given a large sum of money and choice of duty station.  She chose the manager’s position at Boston.  In late fall of 1998, she attended the Basic Agent’s course at the FAA Academy in Oklahoma City.  Two new agents from the Houston Field Office, who were in class with Ms. Turano, stated that she had great difficulty with concepts and failed some tests. Never-the-less she was accredited and went straight from the school to the BOS manager’s position, literally with no experience in AVSEC, hazardous material, cargo security, or other areas of security.  There were numerous personnel turnovers in the office (documented in Book III and by WBUR-TV in Boston) within months.  (Did the government honor its oath? Did it take immediate corrective actions? Is this what we “hired” our government to do?) 
B.  Mary Carol Turano was selected for that job because she was part of the FAA “cult.”  Willie Gripper supported her selection, writing a memo that stated:

Top FAA Officials Knew Boston Security Head Untested When Chosen

Report by Fred Thys

“BOSTON, MA (WBUR) 10-4-2001 - A Federal Aviation Administration document shows top officials knew when she was appointed that the head of the FAA's Boston security field office had little experience with airport security.

	

	


 HYPERLINK "http://www.wbur.org/news/local/faa_letter1.asp" \t "_blank" 
Click to read
the document





Two years ago, Willie Gripper, then the FAA's head of security for New England, selected Mary Carol Turano as head of the Boston office that oversees airport security. In a memo on FAA letterhead to top officials at the agency, Gripper recognized that although Turano left FAA interviewers very impressed, she did not have extensive knowledge of airport security. At the time that Turano was appointed to head the Boston office, she had yet to begin the basic training that all special agents must undergo. During her tenure, 12 Boston agents quit or transferred out. A former special agent says that's an unusually high rate of attrition. Turano was reassigned last week, after two planes hijacked from Boston crashed into New York's World Trade Center.” 
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C. Shortly before 9/11, Willie Gripper was transferred to FAA HQ where he received the FAA’s highest EEO award.  Shortly after 9/11, FAA quickly removed Mary Carol Turano from her job as CASFO Manager and reassigned her to the FAA Regional position to which she had previously reported (a positional promotion).  Ms. Turano was subsequently moved to FAA HQ (at taxpayer expense) where she was placed in a management position in training before being transferred to TSA.  Mary Carol Turano, someone who knew/knows virtually nothing about security (as demonstrated by the large number of cases that expired on her desk [86 according to WBUR Boston because she couldn’t understand them and the FAA Counsels refused to process cases over a year old) didn’t even have a BOS Logan ramp access badge; had conducted only one FAA test in her life according to Logan Field Agents, and was not a training specialist) transferred to TSA as the TSA’s subject-matter expert on Screening -- Deputy Director, Office of Screener Performance and Training, at Grade 15 and paid over $100,000/year.  (Did the government honor its oath? Did Willie Gripper honor what he had written in his memo to “mentor” Ms. Turano in the BOS CASFO manager’s position?  Did Ms. Turano ever conduct a more than a single checkpoint screening test, something in which she is now purportedly the subject matter expert for all TSA?  Is this what we “hired” our government to do?  Do we expect those in charge put someone completely and demonstrably inexperienced and totally incompetent in a position that is essential to the safety and security of people’s lives?) 

D.  [Book III and USATODAY (11 Oct 01)] Michael Canavan, a retired US Army Special Operations Commander, replaced Cathal Flynn as head of FAA Security in Dec 01. He did not get fully into the job until after the New Year began.  Gen. Canavan hit the ground running, telling the airlines that he was going to work with them, but that security WAS going to get fixed.  Gen. Canavan visited the field to learn the problems first hand; field agents were impressed and encouraged. Following the BOS Fox 25 report on 06 May 01, a source, who asked to remain anonymous, stated that Gen. Canavan gave directions to Boston management (Willie Gripper/Mary Carol Turano) to work with the airport and carriers but to get the problems fixed.  Essentially Gripper ignored the General and continued with business as unusual. The 9/11 hijackings occurred before the General really had a chance to address the many years of problems, particularly the negligence of his predecessor.  Sources inside the FAA stated that General Canavan, in the wake of 9/11, “resigned” (fired in my estimation by Norman Mineta and Jane Garvey) when he refused to play political games by removing air marshals  (there were only 30 or 40 air marshals at that time) from high-risk flights to place them on planes to protect cabinet members (who overtly shed their body-guards). The Administration was trying to convey to the public that it was safe to fly again by placing cabinet members on commercial airliners, “without” their bodyguards, which were to be secretly replaced with air marshals pulled off of high-risk flights. At the 9/11 Independent Commission Hearings, 23 May 03, General Canavan stated, “I hope that my testimony today and any information that I offer the National Commission will assist in making the traveling public and aviation in general more safe and secure. I take full responsibility for any and all FAA security failures on 11 September 2001. Thank you.”  Although General Canavan, in public session before the 9/11 Independent Commission, accepted full responsibility as the FAA's Associate Administrator for Civil Aviation Security, he has yet to publicly address the culture of bureaucracy within the failed FAA security apparatus or the reasons behind his “resignation.”  Hopefully, he will address those issues with the Commission in private session.  As evidenced in Appendices E, F, and G of "Aviation Insecurity - The New Challenges of Air Travel" by Andrew Thomas, Gen. Canavan is on record as recognizing problems with subordinate management's application of his compliance and enforcement security program. He has an obligation to now bear witness to the "facade of security" promulgated by the FAA.

(1) Andrew Thomas' book "Aviation Insecurity" makes it clear (Appendices E, F and G) that Michael Canavan, head of FAA Security (Jan 01 – Oct 01), was well aware that his field managers were abusing his Compliance and Enforcement policy to close cases without findings and as a basis for not opening new cases, despite the fact that violations of aviation security by the airlines and airports were allowed to persist.  Although Gen Canavan acknowledged that he was aware of the problem in August '01, he stated that it was being fixed. His real shortcoming came after 9/11, when he failed to hold accountable those very same FAA Civil Aviation Security managers who were so incompetent and negligent in the lead up to the September 11th attacks.  He had the chance when testifying before the 9/11 Commission, to address the accountability question, but fell well short of the opportunity.


The TSA Era

1.  In mid-October 2001,  Bogdan Dzakovic, retired Navy SEAL CAPT Rick Woolard, a staffer from Congressman Tauzin’s office, and I met with the Chief Investigative Counsel for the House Transportation Committee, Mr. Graham Hill.  We discussed a number of issues concerning the future of an aviation security organization, particularly the issue of accountability. After approximately 45 minutes, I told Mr. Hill that in my opinion, based on what he said, and on my experience, the organization being envisioned—later to become the TSA--was virtually 100% guaranteed to fail.  We presented a concept plan for his (and others) consideration and attention of what we believed the new organization should “look” like.  We were told that the plan looked good but that “…the political realities of the situation would prevent enactment of such a plan.” Though the counsel and others in Congress stated they liked the concept plan, they still bowed to politics and money. With the images of 9/11 still fresh and the WTC still smoldering, politics and money still ruled. This experience and others in Congress, to this date, suggest that barring a multimillion-citizen loss, corporate money and politics will always take precedence.  (Did the government honor its oath? Did it take immediate corrective actions? Is this what we “hired” our government to do?)

2.  The TSA was formed with former USSS/ATF/FEMA chief John Magaw as the organization’s director.  The TSA never had any apparent plan.  Mr. Magaw, who quickly built himself a $400,000+ office, made a public statement that they (TSA) were driving down the road at 60 mph building the car as they went. The wrong people were hired—current federal law enforcement agents having no real AVSEC background or training transferred to TSA apparently for promotion purposes.  Many retired law enforcement agents, also without AVSEC experience, returned to join TSA; they were exempted from double-dipping constraints.  The FSD hiring criteria did not require any security or aviation experience.  (Did the government honor its oath? Did it take immediate corrective actions? Did it hire the best qualified?  Is this what we “hired” our government to do?)

3.  Examples of the many and continuing failures of TSA can be seen in many areas including: all aspects of AVSEC; sole-source contracting; monitoring contracting; improper background investigations on TSA personnel; hiring of FSDs with no qualifications and questionable backgrounds; sexual blackmail and favoritism; NCS Pearson contract overrun from $104 to $740M; air marshal scandals; abuse of employees; proscription of whistle blower status; “fixing” of TSA security testing to try to ensure better results; misrepresentation of meeting congressional deadlines; waste of billions of taxpayer dollars; purchase of congressionally mandated EDS machines that are seriously flawed; ineffective use of those machines; failure to address cargo security; failure to address access control; spending of approximately $461,745 (including $64/gal of coffee; $3.50 per soda) on a TSA birthday party/Awards ceremony in fall 2003; inability to account for $1.4 billion taxpayer dollars [as of July 30, 2003], etc.

But while the industry is frustrated with the proposed cuts by the Bush administration, lawmakers are perplexed with the TSA’s spending habits. Staff members on the House Homeland Security Appropriations Subcommittee are particularly bewildered in their search for nearly $1.4 billion in funding appropriated to the TSA since the 9/11 terrorist attacks for installation of EDS machines at airports. The TSA has not spent all of its FY2002 funding for EDS installation at airports and has spent only $30 million of the $500 million appropriated in FY2003 as far as the subcommittee can tell, said staffer Stephanie Gupta.

The subcommittee believes the TSA has diverted the EDS funds to pay for other programs or consultants, Gupta said. Rep. Harold Rogers (R-Ky.), the subcommittee chairman, has grown increasingly frustrated with TSA and Department of Homeland Security (DHS) officials because the agencies have refused Rep. Rogers’ requests to submit specific short-term and long-term expenditure details, Gupta said. Rep. Rogers has threatened to hold public hearings in September if the agencies do not cooperate. “If we continue to have problems, it’s something we’d address in a more visible manner,” Gupta said.  (ASR, 30Jul03)
(Did the government honor its oath? Did it take immediate corrective actions? Is this what we “hired” our government to do?)

4.  In early Feb 02, CBS Nightly News asked my opinion about checked baggage screening.  My answers prompted a trip to BWI (then the TSA showcase training airport) to look at TSA and AVSEC in general.  During that trip it was repeatedly demonstrated that knives, guns, explosives, or any other similar items could be passed through the TSA checkpoints with relative ease.  Although not shown on the televised report, numerous other vulnerabilities were discovered, including a virtually foolproof way to potentially introduce quantities of explosives into the checked baggage system without having a ticket; without checking in; without any questioning; and without having to show any ID.  My experiences at BWI while on the FAA Red Team led me to consider BWI a “relatively” secure airport.  Yet security there is easy to penetrate or bypass.   Sadly, the vulnerabilities found there tend to be commonplace across the nation as demonstrated in numerous TV reports (TSA inception  through Dec 03), to wit:

COMPOSITE TSA ASSESSMENTS, YEARS ONE and TWO

FAILURES AND WORSENING FAILURES

( -- Counter times approximate

	STATION/LOCATION
	DATE
	TIME COUNTER (
	COMMENTS

	FOX 25, BOSTON
	FEB 2001
	00::00 – 03::10
	PRE 9/11

	FOX 25, BOSTON
	APR 2001
	03::22 – 12::05
	PRE 9/11

	CBS NIGHTLY NEWS
	FEB 2002
	12::10 – 16::45
	

	MSNBC
	FEB 2002
	16::45 – 22::54
	

	CBS 2, CHICAGO
	JUL 2002
	22::54 – 27::16
	

	CBS NIGHTLY NEWS
	SEP 2002
	27::16 – 31::58
	

	CBS 2, GREENSBORO
	OCT 2002
	31::58 – 39::29
	

	NBC 6, CHARLOTTE
	JUL 2002/

FEB 2003
	39::34 – 43::25

43::33 – 51::48
	CONDITION ORANGE;  LITTLE SECURITY DIFFERENCE FROM BOSTON LOGAN IN APR 2001

	CBS 4, DENVER (ETDs)
	FEB 2003
	51::52 – 1:00::37
	CONDITION ORANGE

	ABC 7, N. CA BAY AREA

SAN JOSE

OAKLAND

SAN FRANCISCO
	FEB 2003


	1:00::37 – 1:04::20

1:04::24 – 1:10::43

1:10::47 – 1:14::35


	CONDITION ORANGE

CONDITION ORANGE

CONDITION ORANGE


SEE: 

A.  TRANSCRIPT “WBUR, BOSTON NPR,” SEP 2002

B. “MUSTAFA TAKES HIS TEAM TO DCA”   FEB 2003  CONDITION ORANGE
C. TRANSCRIPT,   “NBC WSMV, NASHVILLE, Air Security: Are you really

Safe?” April 24, 2003 (Security was far worse than presented on screen)

D.  TRANSCRIPT:  NBC/CBS PHILADELPHIA APR 2000 – APR 2003 (I was not involved in

these.)

E.  TRANSCRIPT:  CHICAGO,  NBC5, CHICAGO, 28APR, "SAFETY OR

ILLUSION?   UNIT5 HAS THE DISTURBING TRUTH ABOUT AIRPORT SECURITY."

F.  ABC7 SAN FRANCISCO, 4MAY, Screeners Fail Security Test Again
http://abclocal.go.com/kgo/news/iteam/050403_iteam_screeners.html
G.  TRANSCRIPT:  CBS, WOIO, CLEVELAND, 06MAY.  Airport security put to the test just 
  Airport security put to the test just as government plans to trim work force

(I was quoted, but not involved and from what I could see and hear, all assessments

were in fact failures.)

H. TRANSCRIPT, 06 MAY, ABC WICHITA “Improved Airport Security?”, (I was involved

AFTER the assessment was done and did a phone interview)

I.  TRANSCRIPT, ABC 10 SAN DIEGO, May 12, 2003, Airports Across Country Fail Test

J.  WBNS, 10TV, COLUMBUS, OH, 29JUL03, “PORT COLUMBUS UNDER SCRUTINY,

SCREENING THE SCREENER”

5.  These reports are visual, documented, factual, and objective.  The assessment protocols are standardized for each one I monitored.  They repeatedly show the same failures, the same TSA lies/responses, and the same refusals of TSA to take the simplest and cheapest (least expensive) actions to correct the vulnerabilities. 

6.  On 12 Mar 03, James Loy, Administrator for TSA, sent a signed letter to The Honorable Mike Thompson in response to Rep Thompson’s concerns and queries about the gross failures addressed on the ABC-7 report conducted in February 2003.  Administrator Loy stated that the problems had been addressed.  When Investigative Reporter Dan Noyes of ABC-7 (San Francisco) did a two-month follow-up, he had a copy of Mr. Loy’s 12 Mar 03 letter. While Mr. Noyes was talking to TSA Public Affairs, the TSA spokesman attempted to correct the reporter saying there was a “typo” in the earlier letter and faxed Mr. Noyes a “corrected” copy dated 02 May 03.   The original letter showed TSA management’s continuing failure to understand x-ray screening concepts by referring to clearing only the lead filmbag and not the area beneath.  The 04 May 03 ABC-7 follow-up report showed once again the continuing weaknesses in security.  A TSA screener described the TSA’s own testing at San Francisco International Airport following the ABC-7 report; the screener stated that the TSA provided advanced notice of its own testing to the screeners.  Never-the-less, the screeners failed again. (See “F” in the Composite Index immediately above.) 

7.  The assessment in Columbus, OH, conducted mid-July 03 showed the same results.   Associated with, but not shown on the report, was one lead filmbag containing a camera the size of a .32 auto pistol and an orange (larger than a military grenade) beneath the lead filmbag, passing through the Dulles checkpoint early one morning in mid-July.  The two double lead bags, one inside the other (7”x11”x2.5”) were contained in a small backpack (9”x13”x20”).  The lead filmbags accounted for approximately 25% of the square area of the backpack making it seemingly impossible to miss on x-ray.   A WBNS reporter had previously made three “successful” (TSA failures) passes through the Newark TSA screening checkpoint (early July).  Bottom line: approximately 22 months after 9/11, four lead bags (impervious to x-ray examination) which could have contained IEDs, pistols, knives, grenades, etc, were easily and successfully taken through Dulles and Newark (9/11 hijacking airports) with a TSA failure rate of 100%.   The TSA screeners had many advantages not afforded pre-9/11 screeners.  The screeners weren’t rushed.  At least two screeners inspected the monitor.  The suitcases/backpacks were stopped (as is now the custom) in the x-ray machine to permit sufficient viewing time and image manipulation.   These failures are a continuing countrywide phenomenon, which reflects poorly on TSA management, but not the screeners, screeners who have not been properly trained and lack the quintessential element for success – strong moral leadership.  (Did the government honor its oath? Did TSA take corrective actions when called by reporters after each and every assessment? Is this what we “hired” our government to do?)
8. The current extensive media reporting of TSA wrongdoing, fraud, waste, abuse, and misrepresentations is far too vast to deal with in this paper.   However, a good current example is the recent issuance of a TSA/HS threat warning (Aug 03) about late-summer hijackings that was followed immediately by an article claiming that funding shortfalls (created solely by TSA incompetence) necessitated a reduction in air marshal presence during the “heightened” threat period. This sounds like a ploy for more money by scaring the hell out of the public. (Did the government honor its oath? Did it take immediate corrective actions? Is this what we “hired” our government to do? Is TSA using scare tactics to try to bolster its budget?)
9.  The recent congressional reports of the 9/11 intelligence failures, while saying nothing we (Bogdan and I) haven’t predicted, except Saudi involvement, do make a few interesting points, e.g., the CIA and DoS sent warnings to the FAA and noted the fact that terrorists had been conducting surveillance, probes, and tests since 1995 (Bojinga era). 
10. The TSA Focus. 

A. Aviation terrorism events are extremely emotive and for that reason alone, I believe, will always remain choice terrorism targets. The lion’s share of the billions spent by TSA thus far has been spent in the area of aviation security screening, a task they demonstrably can’t even do effectively. For all that money, AVSEC is worse today than pre 9/11.  The TSA has created a much larger and far more expensive facade of security.  Reliable and credible sources inside the TSA reported that during the summer of 2003, TSA formed several testing teams to test AVSEC around the Country for 12 days.  The second day, it was reported, James Loy stopped the testing because of the abysmal failures.  The details are classified and Mr. Loy refuses to release them. Congress has the power to determine the state of AVSEC, the power of the purse. (Will they use it?)

B. Despite the emotive and media value of aviation terrorism, I believe that rail, ports, and maritime operations are far more dangerous, far more vulnerable, and a far bigger threat to security and economic stability of the US than aviation.  Recall that the LAX port strike was said to be costing over one billion dollars a day.  With the huge volume of cargo and shipping entering the US along the entire littoral areas of the US at major cities and inland waterways, it is indeed a near impossible task to fully address the security dealing with these vessels.  How very easy it would be to bring a small, crude radiological device (not just a “dispersal” device, but an actual nuclear weapon) or biological/chemical weapons into a major port, e.g. Boston, NYC, Miami, New Orleans, Houston, LA, San Francisco, etc.   Little money has been spent on these areas compared to aviation screening.   Michael D. Robinson, a career law enforcement officer with no apparent civil aviation or security experience heads the AVSEC division of TSA.  (Robinson was “relocated” to New Orleans as FSD in 2004 and when talking to the TSA employees admitted he knew nothing about the job.  Odd since he was in charge of the Aviation Operations program for two years.)  On 10 Jun 03, to combat the enormous port vulnerability as well as other vulnerable modes (e.g. rail), James Loy appointed Mr. Chester Lunner to oversee security for the most dangerous and vulnerable modes.  See TSA press release:

http://www.tsa.gov/public/display?content=269
“The Transportation Security Administration (TSA) today named seasoned federal official Chester "Chet" Lunner as the Assistant Administrator for the Office of Maritime and Land Security.   TSA's Office of Maritime and Land Security is important in security efforts affecting ports railroads highways buses transit and pipelines.   These areas along with aviation make up the seven modes of transportation that the TSA monitors. (sic)”

Mr. Lunner’s qualifications:  newspaper editor, communications, Public Affairs Officer, DoT.  Congressional facilitator  --  “During this time (in Congress), Lunner coordinated bipartisan congressional retreats that brought together nearly 200 representatives and their families to promote civility and cooperation in Congress.  

No mention of security experience or in any of the modes he now oversees anywhere!
 (Are these the qualifications for the top person of six modes of transportation security, including the most vulnerable and dangerous?  Are these the qualifications that Administrator Loy is looking for to protect the public in the US?  Is Administrator Loy more interested in  PR and spin, than world class security?  Is this what our government is for?)
C.  Selections of the top managers by background would seem to indicate that the TSA focus is solely Public Relations, NOT security.

(Did the government honor its oath? Did TSA seek out and hire the best qualified for each job? Is this what we “hired” and paid our government to do?)

How the FAA is Responsible (but never held Accountable) for the events of 9/11

1.  First we have to look at three critical elements, in order of descending importance:  Vulnerability, Countermeasures, Threat.

2.  We also need to look at the three parties involved in the events of 9/11.

A.  Bin Laden/Al Qaeda.   As difficult as it is to view this in a disinterested fashion, we must.   Bin Laden and the hijackers were generally from affluent families and relatively well-educated, according to reports.  They had very strong convictions and took oaths/vows to destroy what they considered evil – the US  They gave up health, wealth, comfort, and their lives to fight their sworn enemy.  The hijackers came to a country they hated; lived among people they despised; conducted surveillance; trained; gathered information; and tested AVSEC.  In the end they successfully carried out (sadly) an operation that was stunningly elegant in its simplicity and effectiveness.  Many also trained to fly in the United States.  They did their jobs, unfortunately too well. 

B.  The Airline Industry.  The members of the Industry certainly had a moral obligation to protect the passengers and to comply with FAA regulations and the dictates of common sense/decency.  The issue then is their legal obligations.  As we have seen from the many corporate scandals, e.g., Enron, WorldCom, etc, the single point of focus is profit/money. Airline actions indicate that profit was, to the near exclusion of all else, the driving force.  For a while, the Airline Industry was booming.  The airlines CEOs did their jobs to ensure profits.

C. The US Government.  (In this case, Congress, DoT, and FAA).  We all took an oath (which is the foundation of government service) similar to this:

I, name, do solemnly swear (or affirm) that I will support and defend the Constitution of the United States against all enemies, foreign and domestic; that I will bear true faith and allegiance to the same; that I take this obligation freely, without any mental reservation or purpose of evasion; and that I will well and faithfully discharge the duties of the office on which I am about to enter. So help me God. 
There is no mention anywhere of self-aggrandizement, profiteering, or career enhancement.  There is no mention that the government should subordinate “providing for the common defense” to airline profitability or convenience.

(1)  “JANUARY 2001.  
FAA Stated Mission: Ensuring Safe, Secure, Efficient

Flight.
FAA Security’s stated mission: Prevent security incidents in the aviation system.”
(2) In a hijacking scenario then, the key is to PREVENT (explicit in the FAA

Security mission statement), not mollify or treat with hijackers.  This policy of accommodating and being submissive to hijackers, unbeknownst to many (including me for many years), appears to have been an accepted FAA/Industry practice.  Such a “go-along” policy is absurd since (according to pilots) it predates, 9/11/2001 by some 40 years.  Even a modicum of common sense will show that adhering to 1960 procedures makes no sense in a world 40 years later that has changed dramatically in politics, geopolitics, technology, vulnerabilities, and especially threat, since the 1960s. Thus, this excuse is specious and a “cop-out.”  The following e-mail was received in Aug 03 from a major airline B-767 Captain who was flew out of New York on the morning of 9/11/01:

“It upsets many of us that follow recent events in the hearings that the 
Government KNEW as far back as 1994 that something was in the pipeline -- that aircraft would be hijacked to use as weapons. Yet NO ONE in the FAA or management of the companies changed our training or gave us the $3000 per airplane for the barred door.


Our security classes for the last ten years would show pretty graphs and stats that listed the air rage incidents doubling every year. Yet we were never told to be anything but submissive and they did not barricade the doors.  We were brainwashed how [AIRLINE NAME DELETED} had the finest security department and how protected we were.


When I argue with some about the subject, many counter that even with the door the Pilots most likely would have opened it. I think not. At the least they would have had time to address the moment and at the least communicated with ATC. They would not have the animals just walk in by opening the door with the flight attendant key as rumor and common deduction was told.


After all the debate, after all the money for the studies is spent, it all 
comes back to the FAA for not setting the rule to do the doors and change the training and the Management of the Airlines, who surely had the warning, the forecasts in hand, that a future event was an odds on favorite to happen.


They can hypothesize and babble and deny all they want, but in my mind they are just as much responsible for 3000 deaths as the bastard (terrorists) who did the horrible deed.


Take Care


NAME DELETED”
(Did the government honor its oath? Did the airlines or their unions protect their crews?  Did the FAA regulate and enforce per their mission?   Did the government take immediate corrective actions? Is this what we “hired” our government to do?)
(3)  “Promoting the Industry.”  The FAA was charged with two official tasks: 

protecting passengers and promoting the industry. “Promoting the Industry” in the FAA mission was removed  by Congress circa 1998.  It didn’t have to be. Congress took this to mean “profitability” as did DoT/FAA hierarchy.  To most of us working in safety and security, “promoting the Industry” meant ensuring a safe and secure system and thus the viability of that system.  “Promoting” was not associated, in our “lexicon,” with profit.



(4) The terrorists vowed to attack and hurt the US.  They lived up to their vows; they were successful.  The Airline Industry’s focus was profit.  They lived up to their goals. They were successful.  The government employees were the ONLY ones taking the oath.  The US government (DoT/FAA) mission was to “protect and defend.”  It failed.

3. The Three Elements:  Vulnerability, Countermeasures, and Threat

A.  Vulnerability.  This is the most critical of the elements in determining what, if any, countermeasures, need to be implemented.

(1) Commonly heard statements from our government following 9/11 included, “There was no way we could have foreseen…”  “There was no way we could have imagined…”  “How could we have known?”  The correct and honest question is, “With the plethora of information and sources flooding the government (Congress, DoT, FAA), and in particular their own in-house testing and assessment information, how could they NOT have known?”  Consider

a.  Thousands of media articles and presentations

b.   GAO investigations, reports, and testimony  (Book III and

www.gao.gov  reports and aviation security)

c.   DoT open-source investigations, audits, and reports

d.   DoT restricted/classified investigations, audits, and reports

e.   FAA open source investigations, audits, and reports

f.    FAA restricted/classified investigations, audits, and reports

g.   FAA CASIS and AAIRs data

h.   Results of FAA Special Emphasis Assessments (SEAs)

i.    FAA Red Team Results

j.    Letters and e-mails from Field Agents repeatedly documenting

gross AVSEC failures

h.   Over 2,500 e-mail return receipts from the White House (both

administrations pre/post 9/11 and Congress when only perhaps 10% - 15% of Congress even sends return receipts.

i.   Certified return-receipt letters to Congress (Book III)

j.  Continuing and numerous cases of air rage and cockpit breaches

It was literally impossible for FAA, particularly Cathal Flynn, Associate Administrator for Civil Aviation Security, NOT to know about the airlines’ vulnerability.  (What did the government do to correct the many and known vulnerabilities? What did Cathal Flynn do?   Did the government managers honor their oath, their mission statements?   Did they do what we elected and paid them to do?)
B.  Threat.   Specific threat, while important, was not critical for FAA ACS (Security) to accomplish its job.  Specific threat would have generated increased vigilance and activation of additional security measures (if warranted), but in the case of 9/11, it was the failure to take the basic measures required across the AVSEC system, particularly in the prevention of hijacking.  The “general threat” of  hijacking and bombings, long known to the FAA/DoT/Congress were more than sufficient to enact countermeasures.  The FAA stated mission made this abundantly clear.

(1)  What threats were known by FAA ACS?

a.  Cathal Flynn came from background of counterterrorism,

anti-terrorism and related terrorism intelligence.  He had served 

as the Director of the US Navy’s anti-terrorism organization.

b.  The Far East Crisis, Bojinga (1994).  From this event, FAA knew

that terrorists were planning attacks against US carriers. FAA also knew that some of the terrorists had been trained as pilots in the United States.  (I can’t discuss the details because they are classified, but while working in FAA intelligence in 1995, I discovered that a US flight school had trained at least one of the terrorists.)

c.  Cathal Flynn’s testimony before Sen. Kay Bailey Hutchison’s

committee hearing, 06 Apr 00 in which Flynn discussed the use of the FAMs (Air Marshals)  (see below for Flynn’s comments and a FAM’s comments on Flynn)
(Book III)

d.      Excerpted statements by Associate Administrator for Civil

Aviation Security Cathal Flynn before Sen. Kay Bailey Hutchison’s committee hearings, 06 Apr 00:

“Let me first emphasize that the threat to our Nation's aviation community has not diminished… The terrorist threat to US civil aviation is higher abroad than it is within the United States… The relationship between Osama bin Laden, who was behind these terrorist attacks, and Ramzi Yousef, who was convicted of bombing the World Trade Center in New York and attempting to place bombs on a dozen US air carrier flights in the Asia-Pacific region in 1995, exemplifies the continuing tangible threat to civil aviation... Moreover, members of foreign terrorist groups and representatives from state sponsors of terrorism are present in the United States.  There is evidence that a few foreign terrorist groups have well-established capability and infrastructures here (in the US)... We must also prevent other criminal acts, regardless of motivation, to ensure safe and secure air transportation.”

e.  From the recently released Congressional report on 9/11: “There

were signs that terrorists were planning an attack at least as early as 1994, and into the summer of 2001, and that aircraft were among the potential means of attack.”

f.  Revelations from the aforementioned report state that FAA received 

at least several of these intelligence reports.

g.   Information encompassed, for example, indications of plots for

attacks within the United States that would include: attacks on civil aviation -- crashing aircraft into buildings, and using weapons of mass destruction.

h.    FAA FSM’s (Federal Security Managers) sent weekly summaries to

FAA Headquarters ACO (Operations).  These were then distributed to the field via internal e-mails.  Often, these summaries contained reports of suspected surveillance and/or testing by “unknown personnel” at the respective airports.

i.  By 1999, the Federal Aviation Administration’s annual report on

Criminal Acts Against Aviation noted the threat posed by bin Laden, recalling that a radical Muslim leader living in British exile had warned in August 1988 that bin Laden “would bring down an airliner, or hijack an airliner to humiliate the United States.” The 2000 edition of this FAA Security annual report, published early in 2001, reiterated concerns that although bin Laden “is not known to have attacked civil aviation, he has both the motivation and the wherewithal to do so…  bin Laden’ anti-Western  and anti-American attitudes make him and his followers a significant threat to civil aviation, particularly to US civil aviation.”
C.  Countermeasures?  Considering the vast amount of information on vulnerabilities and more-than-sufficient threat information, what did FAA Security (Cathal Flynn) do?

(1) Essentially continue business as usual, which was continuing to defer to

the airlines and their concern for profit and convenience rather than security and safety of his customers, the “flying public.”

(2) When “embarrassed” by DoTIG access control audit failures, FAA (Cathal

 Flynn) conducted unrealistic and designed-to-be-detected testing as revealed in the Sen. Kay Bailey Hutchison hearings, 06 Apr 00.  Although aware that the testing was compromised (see Pre 9/11, FAA SECURITY, 2.K. above), Cathal Flynn still claimed amazing rates of success on controlling access (96%), which is at odds with the results of the DoTIG security audits, GAO testing, all previous FAA testing, and Red Team results. Assistant DoTIG Alexis Stefani politely “called” Cathal Flynn on his figures and methods. Yet, she took no apparent action on the matter even though it seemed obvious that Mr. Flynn had “orchestrated” good results to portray a favorable, but false impression of AVSEC. Cathal Flynn’s “success rates” also dramatically conflict with the San Francisco Vulnerability Assessment (see Pre 9/11, FAA SECURITY, 2.J. above) from the previous September (99.11% Failure rate) compared to Cathal Flynn’s claims (96% Success rate) just nine (9) months later.   (Information source:  hearing transcripts)

(3)    Cathal Flynn required the Red Team to pre-notify FAA Management at

the airports in advance of Red Team operations, a measure completely contrary to the design and objective nature of the Red Team’s mission.  FAA management at the airports apparently “notified” the airport and air carriers as evidenced by the skewed results.  (Information source requested anonymity)

(4)  MANPADs (shoulder-fired missiles).  There was a realization that there 

existed a shoulder-fired missile threat to civil aviation; a working group of people with good backgrounds on the matter was convened in FAA HQ to address the issue circa late 94/early 95. (I was fortunate enough to be one of the group members.)  An updated, unclassified draft report was issued 20 Jul 96, shortly after TWA-800, with reasonable countermeasures presented.  On 14 Aug 03, in response to reports of the FBI sting on a missile dealers, Flynn made a statement to a reporter in the Congressional Quarterly.  From that article, Cathal Flynn’s statement with my comments appended:

“But Cathal Flynn, FAA's head of civil aviation security at the time the report was drafted, said bureaucratic inertia at a number of federal agencies led him to wonder whether the issue received the attention it deserved.”  (My comment:   "led him to wonder..."    Flynn was THE head of faa's Civil Aviation Security for the entire United States of America.    If he was "concerned" and "wondering" it SHOULD have led him to action and pursuit of an answer, not "wonder."   Instead it appears that it "led" him to inaction, perhaps because action would have caused the Airline Industry inconvenience and money.”)
"Had some action been taken," said former FAA special agent Steve Elson, "we'd be seven years ahead on this issue, rather than seven years behind."
4.  CONCLUSION of Vulnerability, Countermeasures, and Threat Issues:
If there had not been one single indication of threat, not one intelligence report, no known or unknown threats, no FBI, no CIA, it would NOT have mattered one iota --  IF the FAA had fulfilled it mission and taken the quick, simple, cheap (inexpensive), and easy remedies available to PREVENT the events and circumstances that resulted in the hijacking.  Had FAA PREVENTED the hijacking, i.e., access to and control of the cockpit, anything planned thereafter by the hijackers was inconsequential, simply didn’t matter.  9/11 could not have occurred.  PREVENTION was THE key.  With nothing more than a latch costing a few dollars (or even a piece of scrap rope) and a few simple procedures, based on then-current threat, some passengers and cabin crew would likely have died, but the planes could NOT have been hijacked and there would be no 9/11 as we know it!  The WTC would still stand tall, the Pentagon would not have a new face, and thousands would still have their loved ones.  

(Did the government honor its oath? Did it take immediate corrective

 actions when it certainly knew the vulnerabilities and threats?   Is this what we “hired” our government to do?)
The Smoking Gun  
1.  In February 2002, the US Office of Special Counsel (OSC) accepted the complaint of Bogdan Dzakovic affording him protection under the whistleblower act. The OSC accepts for investigation between 10% and 15% of complaints and those must deal with “gross” mismanagement. OSC only finds for the aggrieved in a very small percentage of those cases accepted.  Due to peculiarities and rules of the OSC, Bogdan had to limit the overt scope of his complaint (approximately 75 pages) to the FAA Red Team, when in reality it dealt with the FAA and DoT as a whole.

2.  On March 18, 2003, the OSC issued a press release entitled, “US OFFICE OF SPECIAL COUNSEL SENDS REPORT CONFIRMING GROSS MISMANAGEMENT OF FAA’S RED TEAM, RESULTING IN SUBSTANTIAL AND SPECIFIC DANGER TO PUBLIC SAFETY”
http://www.osc.gov/documents/press/2003/pr03_07.htm
The “gross mismanagement” cited refers to that of FAA’s Associate Administrator for Civil Aviation Security Cathal Flynn  and FAA Administrator Jane Garvey; the “substantial and specific danger to public safety” I commonly refer to as 9/11. 
A.  In the website above, there is a link towards the bottom of the page entitled “investigative report” which contains DoTIG Kenneth Mead’s long-overdue response to Bogdan Dzakovic’s complaint.  This report IS the smoking gun of 9/11.  Kenneth Mead (whose mission statement is:  “…achieving a safe, efficient, and effective transportation system that meets vital national interests and enhances the quality of life of the American people, today, and into the future,…”) wrote:

QUOTE

(1)   “Testing conducted by the (FAA) CASFOs and CASLOs was subject to standardized FAA protocols (i.e.,  rules of engagement in the interest of fairness to the carriers and their contract screeners), and thus was not as rigorous as the Red Team’s more creative, “out of the box” approach to testing…  The Red Team’s techniques are similar to those we (DoTIG) have employed in conducting our covert (sic) testing.”

(2)  “However, to be legally enforceable, compliance testing by the field units—which served as the basis for enforcement action—had to comport with standardized criteria KNOWN to the airlines’ screener contractors.  The FAA told us that based on the Red Team’s creative “out of the box” approach to testing, its findings were deemed not suitable of civil enforcement proceedings, because the Red Team’s techniques went beyond STANDARDIZED criteria applicable to field regulatory units.”
(3)  “Based on the ‘no rules’ nature of the Red Team’s testing techniques—which were more in KEEPING WITH ACTIONS THAT MIGHT BE TAKEN BY TERRORISTS and were not subject to the standardized protocols that limited the CASFOs and CASLOs—FAA  held that Red Team findings were not suitable for civil enforcement proceedings.”
(4)  “We [DoTIG] too, have found an alarmingly high incidence of testing failures, consistent with reports we [DoTIG]  have issued OVER THE LAST SEVERAL years showing vulnerabilities in screening of passengers; checked and carry-on baggage, as well as cargo; access to secure areas of airports; and issuance and control of airport identification badges.  The PERSISTENCE of these problems and lack of sustained improvements in aviation security led to the legislation federalizing security screening under TSA, along with the full range of measures that are being planned and implemented by TSA to strengthen screening operations.”

END QUOTE

B.  DoTIG Kenneth Mead’s attempt to alibi for doing nothing is transparent.  His argument is that while the DoT and FAA long knew about ALL these vulnerabilities, there was nothing that they could do because the failures were “not suitable for civil enforcement proceedings.”  This is ludicrous. One simply does not ignore the gross vulnerabilities existing because they don’t fit neatly in a civil penalties proceedings “box.”  One corrects those vulnerabilities; one does not ignore them.  It is the government that is determines what is and is not “suitable” for civil enforcement proceedings.  As previously noted the FAA simply refused to enforce its own regulations in many cases.  In others, the FAA had the authority to issue security directives, emergency amendments, and force the airlines to “protect the flying public.”   There is absolutely nothing in the oath of office or the FAA mission statement that allows the FAA to alibi, disregard, ignore, or turn away from the vast number of known and potentially catastrophic (as it turned out on 9/11) vulnerabilities.  This was not supposed to be a game.  I believe this inaction was not only immoral but monstrously intentional and willful criminal negligence.  Logically, from this belief, the events of 9/11 make the FAA/DoT guilty of murder, in particular Associate Administrator Cathal Flynn, FAA Administrator Jane Garvey, DoTIG Kenneth Mead, and Secretaries of Transportation Slater and Mineta. 

(Did the government honor its oath?  Did Cathal Flynn go up the chain of command, to Administrator Garvey, to the Secretary of Transportation and to Congress to try to change those “standardized criteria KNOWN to the airlines’ screener contractors? Or did Cathal Flynn and the FAA simply ignore long-known vulnerabilities and threats, claiming Red Team testing was “too out of the box” and in the end, simply allowed a “SUBSTANTIAL AND SPECIFIC DANGER TO PUBLIC SAFETY”, i.e. 9/11?)
C. Paragraph A. (3) above contains one of the most illustrative and instructive statements available regarding the intentional/willful negligence of the Dot and FAA.  Mead asserts that because of the “no rules” nature of the Red Team testing, which was too much like a terrorists would do, the Red Team results could not be used for enforcement and corrective actions.  First of all the Red Team operated under very strict rules of engagement.   The operation plan for a Red Team test often was 30 to 40 typewritten pages (single-spaced) long.  If the Red Team’s operations couldn’t be used, this begs the question, “What was the purpose of Red Team testing?”  In the CASFO, I was told that the purpose of FAA Security was to keep the DOTIG auditors off planes so the FAA and airlines wouldn’t be embarrassed in public.

D.  Kenneth Mead’s signed investigation (which was legally supposed to be signed by the Secretary instead of Mead) leaves absolutely NO doubt what the DoT and FAA knew and when they knew it.  This Kenneth Mead “investigation” response to Bogdan Dzakovic’s complaint was long overdue because, as Bogdan discovered, the investigation was circulated around the DoT and FAA trying to water it down so that the result would be, “Yes, there were some bad problems, but no one was really at fault.”

E.  DoTIG Kenneth Mead selectively interviewed witnesses. For example he interviewed Red Team Manager Leo Boivin who is on transcript as lying under oath at a Federal Labor Relations Board hearing regarding unionizing FAA Security personnel; who appears to have taken some “vacations” at government expense; and who refused to discipline his employee who violated FAA rules regarding travel.   
F.  DoTIG Kenneth Mead steadfastly refused to interview the witnesses Bogdan Dzakovic listed on his complaint; they refused to interview me despite my numerous offers.

G.  The OSC, after reviewing what DoTIG Mead was doing and reading a James Loy letter (which Loy attempted to classify) which lied about Bogdan, permitted Bogdan Dzakovic to read Loy’s letter and write a rebuttal.  The OSC told Bogdan that his rebuttal (which was in excess of 500 pages) would be on the top of the package sent to the White House.

THE Most Guilty  
1.  Cathal Flynn.   (Contact information is available on google by entering <Cathal Flynn CA>)  Cathal Flynn presided over FAA security (ACS) for the seven (7) years preceding the tragic events of 9/11.  During that time, he reversed an improving trend and adopted the FAA’s ethos of airline appeasement and conciliation, taking them to new lows.  It is impossible that Cathal Flynn was not aware of the both the vulnerabilities and threats facing the Civil Aviation.  Cathal Flynn is a retired Navy SEAL admiral who had served on the Navy Staff; in various jobs in both counterterrorism and antiterrorism; and as the Director of NIS {now called NCIS} (the Navy’s primary Anti-Terrorism Command). He held the highest-level security clearances and had access to “highly classified” compartmented intelligence, and was painfully aware of the vulnerabilities from both inside and outside the FAA.  Yet Cathal Flynn (ACS-1) actively thwarted and covered-up efforts to improve AVSEC and remove incompetent managers.

A.  Was Cathal Flynn “in bed” with the Airline Industry?  “Aviation Security International” in 2002 conveyed upon Cathal Flynn its Lifetime Award for Service to the Aviation Security Community, with the accompanying write-up stating, “Cathal (Irish) Flynn, now retired from the FAA, was probably the first and, to date, the only government regulator who is recognised by the industry as one of their own, a good guy…” (sic)

B.  Upon retirement, Cathal Flynn joined the Board of directors of Argenbright Screening (one of the failed screening companies on 9/11) which may have represented at minimum, a conflict of interest if not something more serious, given their contracts with airport screening operations prior to 9/11.

C.  Bogdan Dzakovic came forth, in February 02, with his whistle blower complaint and was scheduled to appear on CNN with Wolf Blitzer.  Minutes before the live broadcast, Cathal Flynn made a “surprise” appearance.  Flynn’s conditions for appearing were that he be in a separate room from Bogdan and that he appear after Bogdan.

D.  Cathal Flynn continues to portray himself as an AVSEC expert.

E.   Currently (Aug 03) Cathal Flynn is on a team of Science Applications
International Corporation (SAIC) as a senior consultant with LAX on the new airport development plan and was reported to have been at TSA HQ recently representing World Airways.

         F.  Examples of Flynn statements:

FLYNN ON FAMs BEFORE KAY BAILEY HUTCHISON HEARING

06 APR 2000

“Finally, I would like to mention the Federal Air Marshals (FAM’s) who protect the traveling public, passengers, and flight crews on US air carrier flights worldwide. Since 1985, the FAM program has provided specially trained, armed teams of civil aviation security specialists for deployment worldwide on anti-hijacking missions. The thrust of the program is 99% deterrence, aimed at disrupting and confusing the planning and will of criminals and terrorists, and 1% response, to be able to assess, meet, and defeat any threat aboard an aircraft. All FAM’s are volunteer FAA employees. They undergo sophisticated and realistic initial and recurrent training. We believe that one of the reasons there has not been a hijacking of a US  air carrier is the deterrent value of the FAM program. Terrorists considering a hijacking must  take the possible presence of FAM’s into account. We want the traveling public to know that  we can be on any US air carrier anywhere in the world at any time. The passenger sitting next to you on any flight could be a Federal Air Marshal.”  Cathal Flynn
E-Mail from a FAM (who requested anonymity). Contrast with Cathal Flynn statement above.

QUOTE
"Steve,

This was my very first exposure to Flynn shortly after he took command of the Security Division of FAA:

I had just finished about 2 years as a Federal Air Marshal (FAM) under General Steele's leadership.  The Air Marshal's at that time were a highly motivated, highly trained group of people with a clear mission and lots of support from General Steele.  Anyways, shortly after Flynn arrived he changed the rules of engagement under which the FAM's were allowed to take lethal action on a plane (and any action as well).  We went from: if a dirt bag with a weapon attempted to take over the plane and/or started roughing up the passengers, he was dead.
......... Toooo: We were prohibited from taking any action on a plane unless someone had already been KILLED or if a passenger was being beaten up so badly that his/her LIFE WAS AT STAKE.  Even if a dirt bag was SLOWLY making his way into the cockpit for the purpose of hijacking the plane or any other nefarious reason we were prohibited from taking ANY action.  We had to determine WHERE the hijacker wanted to divert the plane.  For example; if we were enroute from London to Athens and the hijacker wanted to divert the plane to Paris we were required to ride the situation out and do nothing, since France is more or less a friendly place to US citizens.  (Of course, you may remember the last French flag plane that was hijacked, the hijackers
intended on crashing the plane into Paris, but the French prevented this by killing the hijackers)  If he wanted to take the plane to some hell hole like Afghanistan or Washington, DC then maybe we could take action; but we had to factor in the issue of whether the hijacker was being non-violent or violent.   Even if the hijacker had killed an innocent person we had to factor into the equation whether the dead innocent person attempted to disarm and subdue the hijacker, there-by pissing him off or if the hijacker just lit off and capped somebody for the hell of it.  

I kid you not.  These types of idiotic scenarios were being pushed on us.  What made the situation even more unpalatable is that we were ordered to ignore federal law.  As a FAM, we are in fact Federal Law Enforcement Officers, and as such are subject to federal law.  As a Federal Law Enforcement Officer, if you see a felony being committed in your presence;  you are required to take some action.  If an innocent person is killed or injured by your inaction, you will be in a huge pile of fertilizer.  There is a caveat written into the law where-by the officer can be excused for inaction if any action he may have taken would have made the situation worse.  This would be such as chasing an armed felon into a crowded schoolyard and blasting away with a bunch of kids around.


But in the environment in which FAM's operate (on a crowded plane at 30,000 feet); where our shooting standards are higher than any other law enforcement agency's and where every ounce of our being is geared toward operating in this environment and resolving crisis situations without allowing innocent people to be hurt.  None of this made any sense whatsoever.  Plus this is what we were PAID to do. 


The capper came, however, when Flynn himself showed up at one of our training sessions.  There were about 20-25 FAMs crowded into a room where we were watching some of the "Shoot, Don't Shoot" videos.  (These are fairly sophisticated videos designed to test a police officer's judgment and marksmanship in shooting or no shooting situations.)  Anyways, we were attempting to understand these new rules of engagement we had to operate under by applying them to these "Shoot, Don't Shoot" training films.  Needless to say; nobody had a clue as to how these rules apply to realistic situations.  One manager actually stated words to the effect, "Just because a hijacker killed one passenger, doesn't mean he's going to kill another one, so killing one person isn't necessarily justification to shoot a hijacker".  

So anyway, Flynn walks in while we're watching a film of a guy that stands up in the aisle of a plane brandishing a large knife (like a Bowie knife or butcher knife).  He's yelling and screaming some nonsense about dieing for his maker and slashing at  people as he starts walking down the aisle.  One of the FAMs asks Flynn, "At what point can we shoot this guy?"; and Flynn states (and I quote exactly, as his comment is seared into my memory),  "Well, the point at which you could shoot is when he initiates his downward thrust with the
knife".

Well Steve, maybe your reflexes are lightning fast.  But I've worked and trained  in the law enforcement, military and martial arts areas for a long time; and I know of no one that could (in the fraction of a second it takes to move your hand a foot or so) make the judgment that this thrust is a serious one, that can draw his hand gun, move into an appropriate firing position (even if its just to go from a seated to a half standing position so you don't blow the head off a passenger seated in front of you) get a bead on the target and shoot, before the bad guy finishes "initiating his thrust".

Things continued to deteriorate and I quit the FAM's shortly thereafter.  What makes this stuff even more criminal than it appears is that Congress ordered FAA to start the FAM program after Bob Stethem, the US Navy diver, was brutally murdered in 1985 during a hijacking.  Under Flynn's rules of engagement; if a similar situation emerged except the plane was loaded with FAM's; the result would be the same. Flynn requires that an innocent person spill the first blood.

God help us; cause no one else is. " (sic)    

END QUOTE

(Did the government honor its oath? Did it take immediate corrective actions? Is this what we “hired” our government to do? Did Cathal Flynn’s directions to the FAMs coincide with his comments to the Sen. Hutchison committee?  Are these the orders you would want given the FAMs during a hijacking of your family?)
2.  FAA Administrator Jane Garvey

A.  From the FAA website, biography of Jane Garvey: “Prior to being named FAA Administrator, Garvey was Acting Administrator of the Federal Highway Administration (FHWA).  Prior to joining FHWA, Garvey served as director of Logan International Airport, one of the Nation’s busiest aviation facilities.”

B.  Boston Logan, under Jane Garvey (and following her tenure in that position) was recognized as one of the worst and least-secure airports in the country.  The record of violations and comments of field agents at Logan confirm that.  The Boston Logan FOX 25 video investigations (early 2001) leave absolutely no doubt that Boston Logan was a “security Swiss cheese.” 
C.  FAA Administrator Jane Garvey ignored virtually every single issue dealing with security as evidenced by her refusal to: 

( acknowledge the e-mails sent to her on the aviation security vulnerabilities;

( acknowledge Bogdan Dzakovic’s 14 Aug 98 Memorandum despite being directed to do so by the Secretary of Transportation;

( answer my calls or meet with Bogdan or me to view documentation of the FAA Façade of Security;
( address issues that led DoTIG Chief Criminal Investigator Todd Zinser to state that the “whole FAA is so corrupt that I don’t know where to begin;” 

( to hold any of the Security Staff accountable for any transgression after she established the “FAA Accountability Board.”


( to attend any congressional appropriations hearings concerning FAA aviation security although she asked to be invited to all other FAA-related appropriations hearings.

D.  The entire FAA environment under Garvey contributed to a hostile work environment and suspicion among employees. The FAA is the only organization in the United States of which I am aware in which its own counsels (lawyers) actually formed and joined a union (a blue collar type union) to protect themselves from their own organization -- the FAA.  
E.  Frustrated at the FAA Chain of Command and Jane Garvey’s refusal to respond to the many and continuing gross vulnerabilities in the field, former FAA Special Agent Joel Schaefer wrote VP Gore circa late 99/early 2000:  “Enclosed is a FAA Form 1800-1 Unsatisfactory Condition Report (UCR) number 414603 documenting a situation which has been confirmed by the Department of Justice (DOJ) and The President of the United States as a situation that could cause or contribute to potential accidents, incidents, or present a hazard to personnel, equipment, the traveling public and the National Airspace System (NAS), a waste of government funds and known falsification of Government documents that appear to be a criminal charge against the Federal Aviation Administration (FAA), Great Lakes Region Manager Civil Aviation Security  (AGL) management personnel with the silent approval of William P. McGowen, Jr. AGL-700.” (Book I).   Joel Schaefer’s career in FAA suffered from this “whistle blowing.”

F.  Although I haven’t seen the attendance records, I understand that a check of the House Appropriations Committee on Aviation hearings’ attendees will show that FAA Administrator Jane Garvey was present for all or nearly all FAA Appropriations Hearings dealing with all aspects of FAA oversight with the exception of  -- Security.  A first hand source confided to me that Ms. Garvey specifically asked to be notified of all FAA Security Appropriations Hearings excepting Security. 

G.  From President Clinton’s TV remarks early in his first administration (“Terrorism is dead, an anachronism, a thing of the past”) through the Gore Commission on TWA-800, through numerous GAO (over 20 years www.gao.gov), and  through DoT published reports criticizing FAA Security, the administration bred a culture of self-service rather than public service and an intentionally negligent indifference to the welfare of the flying public.  9/11 resulted from the remnants of this administration.

3.  Secretaries of Transportation, Peña, Slater, Mineta

A.  It is the duty of the DoTIG to conduct audits, investigations, and studies and report the results to the Secretary who is required by his position, the law, oath, and mission to take corrective action. 

B.  These Secretaries should have known and were in a position to know, for years of the vulnerabilities and threats against civil aviation took no demonstrable actions to remedy the vulnerabilities.  This inaction arguably contributed to the events culminating on 9/11.   What, if any “corrective” actions they took, were demonstrably ineffective (perhaps by design). I don’t know if the DoTIG ever immediately returned to conduct validation testing of purported FAA corrective measures.  I do know that testing later conducted at distant times in the future proved that the FAA had not only failed to correct the vulnerabilities, but that in almost every case, the situation was worse.  (DoTIG  Kenneth Mead’s statement above from his “investigation” pertains – “The PERSISTENCE of these problems and lack of sustained improvements in aviation security…”

C.  “Scary Mary.”  This unflattering term was applied to Ms. Mary Schiavo, the DoTIG from 1990-1996.  Ms. Schiavo was a “folk hero” to many of us in the FAA, although we were aware that her revelations didn’t even begin to address the depth and pervasiveness of vulnerabilities, FAA cover-up, lies, and failures.  Ms. Schiavo was maligned with terms such as “Scary Mary” and often (unjustly I believe) accused of being a media hound or grandstander.  She didn’t start off going to the media, but after repeated efforts to reform the FAA from within, she eventually realized that media pressure elicited more response from the FAA and Congress than did quietly alerting the leadership to holes in the aviation safety and security net.  It appears that after discovering the vulnerabilities and misfeasance/malfeasance in FAA, and getting no support from the Secretary of Transportation, conscience and oath mandated that she share these problems with the public.   She was an honest and concerned DoTIG.  She seemed to remain above politics and DoT efforts to maintain the “dirty little secrets,”  secrets that eventually led to the unnecessary deaths of thousands.  Her time-limited testimony at the 9/11 Independent Commission Hearings on 23 May 03 was astounding in the depth and breadth of problems she presented in only minutes.  Ms. Schiavo herself doesn't mind being called “Scary Mary.”  "Just doing my job," is her explanation.   When she was a prosecutor with the US Department of Justice she was called “Maximum Mary” when she approached her job at there with the same patriotic zeal and verve displayed at DOT.  At the DOJ it earned her accolades and promotions.  At the DOT it earned the wrath of the political leadership and grillings before Congress and the Senate.
FAA/Intelligence:  A Model and the Future

1.   Before going further, it is essential to understand three broad categories that make up “the SYSTEM” needed to defend the US:  Two are proactive – Intelligence and Defense; one is reactive – Law Enforcement (which does have proactive elements: crime prevention and “police intelligence” which generally is NOT intelligence but intelligence information which has not been subjected to the “intelligence process/cycle.”)

2.   There has been a good deal of discussion and debate regarding the Intelligence Community and failures.  The FBI is generally a part of this discourse.  The simple fact that seems to keep escaping the public and congress is that the “I” in FBI stands for Investigation, not intelligence.  The FBI is a Law Enforcement, NOT an intelligence organization. Prior to 9/11, - the FBI had two intelligence series of “analysts.”  However, these people were essentially used a clerks, administrative personnel, and data input clerks.   Recently, FBI Director Mueller admitted that the FBI had little to no analytical capability prior to 9/11.   FBI “analysts” did not attend a basic intelligence course as did other Law Enforcement analysts, e.g., the DEA 9-week school located at Quantico, FBI Academy or UCSC, USSS, and others at FLETC.  The FBI was and still is notorious for not sharing information.  The FBI still appears willing to share other agencies’ information, but they do not share their own.

3.  Intelligence is as much art and luck, as it is science and diligence.   The collection capabilities are wide-ranging and “suck” in a lot of information which it (the intelligence community) does not have the assets/resources to process and analyze.  In reality, terrorism intelligence, particularly domestic terrorism, historically fell into the realm of “police” rather than military intelligence, if the “police” (e.g., the FBI) actually had dedicated and trained intelligence units, which the FBI did not have pre-9/11.

4.  The Intelligence Agencies (CIA, DIA, NSA, and others that may exist), operate quite differently from the FBI; they do not necessarily get along for a number of reasons.  FBI is law enforcement and needs information that is unclassified and can be used in court; yet intelligence is usually classified to protect the information, sources, and methods.  Terrorism intelligence, because of the cellular nature of sophisticated terrorist groups, is not necessarily susceptible to the technical intelligence-gathering that a nation-state would be.  Human intelligence (HUMINT) is a sine qua non of success in terrorism intelligence.   Much of the HUMINT program was disemboweled during the Presidency of Jimmy Carter and his CIA Director, Stansfield Turner.  The Clinton presidency proved detrimental to HUMINT and record-keeping, viz., requiring the FBI to destroy files and issuing the order to the CIA not to recruit or use sources guilty of human right’s violations (by definition, that pretty much excludes terrorists).

5.  A very diplomatic way of explaining the interagency “problem” comes from a quote by S. Gorman, in an August 1, 2003, article in “National Journal” --  "It's not that [FBI agents and CIA officers] don't like each other, but they're really different people," said Jim Simon, a former CIA analyst. "They have a hard time communicating."

6.  July 27, 2003, NYTIMES,  “The Warnings Were There. But Who Was Listening?”  by David Johnston.   In a mastery of the understatement:  

”Both Robert S. Mueller III, the FBI director, and the Director of Central Intelligence (DCI), George J. Tenet, told the committee that defensive measures to protect the country would have helped.”

This is not just a gross understatement but also a blatant display of ignorance.  Defensive measures (by the FAA) were the key, not intelligence.

7.  A Model:   FAA Defensive Measures; Intelligence Flow Failures.

Consider a hub-and-spoke system, a bicycle wheel --

A.  Using a world map, place the hub in the center of the United States.  That hub is FAA Security, purportedly the defensive system.   Most of the defense takes place on the ground and, for the 9/11 case, that is where most of the defense efforts should have taken place.  That said, a layered defensive system would have included measures while the aircraft was in flight.  Redundancy is key.

B.  As the spokes radiate outward toward the coast of the US, over the oceans, and eventually over foreign countries and regions, e.g. Saudia Arabia, Afghanistan, Europe, etc., we list the various agencies that would be involved in the prevention of 9/11.  All these agencies as a whole make up “the system.”   As we follow spokes out from the hub over the US, we have local, state, and regional law enforcement agencies. We also have Federal police agencies, e.g. FBI, DEA, USSS, etc.  As we approach and cross the littoral and border areas of the US, other agencies come into play:  USCG, USBP, USCS, INS, etc.  As we cross the oceans and countries with contiguous borders along the spokes, the intelligence agencies to a large extent (CIA, NSA, DIA, friendly foreign agencies, e.g., MI-6, Mossad, etc.) and law enforcement agencies to a much lesser extent (FBI, DEA, USCS, etc.) become the key players.

C.  From an intelligence information-gathering and defense perspective as well as temporally, territorially, and spatially, it is much more difficult to gain information/ provide defense as the spokes diverge from the hub.   Thus the hub is the easiest area the government can defend.  For example, using the hub/spoke model, the “ideal” place for Saddam Hussein to have defended Baghdad was in Washington, D.C.  However, the “easiest” place to defend Baghdad was at the hub, Baghdad, where the spokes converged and the heaviest concentration of assets was located.

D.  Intelligence sharing.   The big problem was not, and still does not seem to be, intelligence sharing across agency lines, but within the agencies themselves.  Using the hub-and-spoke model, consider intelligence information that was gleaned in the Middle East by a given agency.  That information then had to travel along that organization’s spoke back to an intelligence hub, (normally an agency’s HQ).  There the information enters the processing portion of the intelligence cycle.  It may even be shared if it is deemed “time-sensitive and/or critical.” THE big problem is that, as post 9/11 articles and whistle blowers have shown, it was/is extremely difficult to get that information back down the spoke to the hub (i.e., up the chain of command) so that it can be shared with other agencies.  The agency’s own chain, usually for political, budgetary, and/or self-serving reasons, provides the obstacles.

8.  The problems addressed above are very unlikely to change.  There is no reason for agencies to do so because those in charge of the agencies and those being groomed for top management all got there by following the old adage,  “to get along, go along.”  “Doing something” is contrary to the nature of the bureaucracy.  Those who “do” will make mistakes and are viewed as people who will put the organization at risk.   Excepting certain individuals, e.g. Generals Steele and Canavan, Bogdan Dzakovic, and a few others, most government employees understand that risking one’s “career” is not worth the negative ramifications of addressing the “hard” issues.  It most certainly, despite government hierarchal rhetoric, NOT career-enhancing.  For example, USCS Special Agent Diane Kleiman’s grievance states that one of the reasons she was fired was because she shared information with the DEA to successfully thwart an illegal drug transaction.  Her oath and conscience dictated that she share the information. According to Ms. Kleiman, her USCS bosses were angered because USCS was embarrassed that drugs were being smuggled on a regular basis through JFK, and DEA rather than USCS, took corrective action.  In the end, all the agencies were and still are fighting for recognition and a larger piece of the “budget pie.”  Making sensational revelations, having intelligence successes, or making “busts” generate stats and result, in practice, in a larger piece of the budget pie.  Bureaucracies have an innate tendency to “want” to grow and become empires  -- at all costs.  The idea of a multi-agency, multi-source “fusion center” sounds good, but that center still has to rely on the various agencies to provide initial input.  Information control by an agency remains a primary concern/motivation.  That is what happened and what is still happening in the federal government.

(Did the government honor its oath? Did it take immediate corrective actions? Is this what we “hired” our government to do?)

The International Community

1.  In late July 03, businessman/aviation security writer-analyst Andrew R. Thomas was a guest speaker at the International Air Transport Association (IATA) meeting in Montreal, Canada, which is home to the International Civil Aviation Organization (ICAO, the UN’s “FAA”).  I provided Mr. Thomas a copy of the composite tape of continuing TSA failures at the screening checkpoints (the one area on which TSA focuses in order to lure unsuspecting and ignorant passengers back onto planes) since TSA inception.  Upon his return home from Montreal, he sent me the following e-mail.  (Names of persons and countries have been deleted because some of the comments from these high level country representatives are not necessarily “diplomatic.” The comments are true, but out of character for a diplomat.)  Andrew Thomas preached the QUICK, SIMPLE, CHEAP (Inexpensive), and EASY fixes approach that these second and third world countries can afford, not the billion dollar throwaway, ineffective TSA approach.

“The course had 42 attendees from 25 countries, including 7 members of the ICAO council. My presentation was incredibly well received. I'm certain it was the message, not the messenger. To a person, they were in full agreement that the global approach to AVSEC post-9/11 -- as being led by the US - is going down the wrong road.

Steve, your tapes were phenomenal!!!!! Deer in the headlights all of them. They each told me that no previous AVSEC course they had ever attended was so provoking and enlightening as to the REAL vulnerabilities. The Logan story was compelling for them as well, given that their intimate knowledge of 9/11 is sorely lacking. They couldn't believe Brian’s [Sullivan] May 7, '01 letter to Sen. Kerry.

It certainly seems there is a desire on the part of the global community to get AVSEC right. They can't waste the resources like the US has. In the first place they don't have them to waste. Moreover, culturally they understand much better the concepts of risk analysis and risk management. As an example, the ICAO rep from (COUNTRY NAME DELETED) along with others noted that their biggest security expenditure is new fencing. It seems every time a new fence goes up at the airport, locals come by and steal it for use as a roof or wall in their home. They are wanting to know how to address this issue whilst current ICAO/TSA/FAA guidelines are silent. A true disconnect. This is along the same lines of ocean containers, which easily serve as homes in the developing world and many times grow legs.

Keep up the great work!  Andrew”

2. Congress Has Been Given Irrefutable, Objective Proof (tapes, witnesses, and/or documentation) of TSA Failures.
Representatives Andrews, Cox, DeFazio, DeGette, Greenwood, Harman, Harman, Hayes, Kirk, Lee, Mica, Moran, Pelosi, Rogers, Tancredo, Thompson, Tiberi, Udall, Vitter, Young

House Committee Staffers Schaffer, Soumbeniotis, Gupta
Senators Byrd, Cochran, Dorgan, Frist, Graham, Hollings, Hutchison, Kerry, Lieberman, Lott, McCain, Rockefeller, Shelby, Stevens, Wyden

Senate Committee Staffers, Whitehorn, Manley, Mattison

To date, The Honorable Mike Thompson put politics and party aside kept the pressure on James Loy. Congressman Tiberi is in the process of demanding answers from the TSA.  Chairman Hal Rogers has been pretty forceful at the hearings.  Several others have sent inquiries to the TSA.   Most have done nothing of which I am aware, particularly on the Senate side with the exception of the staff of The Honorable Charles Grassley in the area of protecting whistle blowers.  Senators Kerry and McCain received substantial information pre 9/11 warning of attacks.   They took no apparent actions.  This might be somewhat “excusable” considering they didn’t know us (Bogdan, me, and others), who brought/sent the information.  In the spring of 2003, I personally delivered irrefutable and incontrovertible proof of repeating TSA screening failures to their staffers. I have visited those staffers several times and keep notes of those visits.  Senators McCain, Kerry, and Lieberman, who have/are vying for President have been apprised repeatedly of current TSA failures.  Considering the proof and our proven, accurate predictions of the past, I expected actions.   To date, I have neither seen nor heard any.  They talk; they don’t act.  I have documentation of these visits. (Are these and other Congress(wo)men honoring their oath?  Providing for the “common defense?” Holding miscreants accountable?)

The media and citizens must take an active role in protecting themselves.  These Congressmen and women must be called and asked, “You were given documented proof (written and visual) of repeated TSA x-ray failures.  What have you done about them?”

(Did the government honor its oath? Did it take immediate corrective actions? Is this what we “hired” our government to do?  What are these Congress(wo)men doing, if anything, with the objective documentation of failures presented to them?)

Conclusion

1.  Intelligence.   A thought question.   If all the intelligence information we now know was available, had been forwarded to an intelligence fusion center, processed through the intelligence cycle, and disseminated, would it have made any difference in preventing the events of 9/11?   Even with all the information collected and analyzed, that information would have lacked the specificity to possibly move the FAA to take the corrective measures it had so long neglected. History has shown repeatedly that the FAA would not take actions that would likely result in added costs to the airlines or require changes in their traditional ways of operating.

2.  The question is one of responsibility and accountability in terms of what took place on 9/11 and in the years, months and days before. 

A.  There seems to be little doubt about who hijacked the planes on 9/11 and that bin Laden was behind the events.

B.  There is NO doubt that many in Congress, DoT, and FAA undeniably KNEW of

the many existing threats to Civil Aviation.

C.   Worse, there is NO doubt that these same organizations (Congress, DoT, and FAA) not only KNEW of the many vulnerabilities, but were the very ones which repeatedly tested, audited, discovered, and maintained records of the many egregious vulnerabilities.  Many in Congress, DHS, DoT, and TSA know of the extent of vulnerabilities today, vulnerabilities that TSA tries to hide or portray in a light favorable to them.  (Is Congress, HS, FAA, or TSA doing anything different with respect to vulnerabilities than pre-911?  What should the government be doing?)

D.  Finally, there is NO doubt that despite the knowledge, the proof, the oaths

they took, and their mission statements, FAA/DoT managers like Cathal Flynn, Jane Garvey, Rodney Slater, Kenneth Mead, Norman Mineta were so intentionally/willfully negligent in failing to decide what actions to take to correct or even reduce these vulnerabilities, that in any case, they are culpable. Is it a case of malfeasance, misfeasance or nonfeasance? Is it a case of aiding and abetting in the needless slaughter of some 3,000 souls on 9/11?

3.  Flying, Terrorism, and Probability.

A.  Flying is inherently foreign to human beings and dangerous.  A bunch of people packed into a thin metal tube; laden with fuel; immensely complicated with millions of parts; hurtling out of and into crowed airport skies; flying at altitudes where life is not sustainable due to temperature and lack of oxygen; through rain, ice, storms, jet streams, turbulence; at over 500 mph across the ground, for thousands of miles to land at speeds up to 160mph on a strip of concrete 6,000’ to 10,000’ long and 150’ to 200’ wide.  Yet, according to DoT, the only mode of transportation safer is pipeline.  Flying has been made safe through simple risk management/risk reduction.  High standards, qualifications, redundancy, training, practice, checkrides  -- mandated by FAA regulations and airline operations manuals.   These combined measures have reduced the risk to a very small and safe level.

B.  Security is really no different.  Risk management/risk reduction.  In

1999/2000, I wrote that even after the air terrorism events to come take place, the odds of any one passenger being killed in an air terrorism event are extremely low.   The old adage that we can’t stop a determined terrorist is true. But we can reduce the odds of terrorist successes. The best story exemplifying this dates back to the former ACS-1, Gen. OK Steele when assuming office.  The FAA Administrator took Gen. Steele to meet the Secretary of Transportation.  During the course of the “interview,” the Secretary looked at Gen. Steele and asked words to the effect, “General, can you absolutely guarantee me that there will be no hijackings or bombings of aircraft?”  Without batting an eye or a moment’s hesitation, the General gave his characteristic and positive answer,  “Yes Sir, absolutely!”  A stunned silence followed.  The Secretary then asked, “How?”   The General fired right back, “I’ll simply ground all the planes!”  Humorous though this sounds, it is absolutely true.  The General understood well the quintessential elements of his job – risk management/risk reduction, no absolutes.  Today the odds are still in the favor of the passenger, dramatically so.  Yet, the TSA like the FAA before it, rather than improving the odds in favor of the passenger is improving the odds in favor of the terrorist and decreasing those of the passenger.

4.  The final words.  I don’t know when, but we are going to get hit again.  I offer two things:  (1) My sincerest advanced condolences to those who will lose family members and something the 9/11 surviving families didn’t have – documented information and (2) the evidence of why and how 9/11 happened, who was guilty, and the opportunity to take action now to before it happens again  -- by getting involved and forcing those in our government to honor their oath of office and “provide for the common defense.”  If “We the People” want better, then we must demand better. We get the government we elect and deserve.

NO ACCOUNTABILITY; NO REMEDIES

My sincerest appreciation to the many who contributed to and assisted in the writing/editing of this White Paper.

On this 4th day of September, 2003, (one year and 51 weeks following one of, if not the worst days in American history) I make the following statement:

“The contents of this White Paper, within self-imposed time and research constraints, contain facts, documentation, and opinions that are true and accurate to the very best of my knowledge.  Anything this lengthy and complicated will inevitably contain mistakes.  I have taken great pains to eliminate those mistakes.  In an case, I take fully responsibility for all that is contained herein.  No one else is responsible.  My intent is not to slander or call names, but pure and simply – ACCOUNTABILITY.  I also expect and demand to be held accountable for what I have written.”

                                                Steve Elson, 04Sep03


THE PRICE OF INDIFFERENCE

FAA 9/11

WTC JUMPER

(Someone’s son, Brother? Dad? Father? Husband?)
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THE RESULT OF US FEDERAL GOVERNMENT (DoT/FAA

 in particular) INTENTIONAL/WILLFUL NEGLIGENCE!

9/11/04  WHERE ARE WE NOW?

                (Update)


1.  Following 9/11/01, the congress quickly decided, without much thought, that a new organization must be formed to deal with transportation security.  Not only did they not hold anyone accountable for 9/11, they allowed the transfer, rewarding, and promotion of those in the FAA who willfully/intentionally/negligently permitted the events of 9/11.

2.  As noted above, three of us involved in and concerned about aviation security met with House Transportation Chief Investigative Counsel, Graham Hill (who seems a decent gentleman), on 15 Oct 01.  The discussion centered on accountability, a new aviation security organization, and not transferring the failed FAA managers to that new organization.  Mr. Hill stated that the FAA managers would not transfer to the new organization; that accountability was paramount; and that the new organization would be “unlike any we had seen before.”  After 45 minutes, I told Mr. Hill, based on what he had said, that the new organization (yet to be named TSA) was virtually 100% guaranteed to fail.  TSA has exceeded our worst expectations.  A year later, a subsequent visit to Mr. Hill (who had transferred to a highway project) resulted in my telling Mr. Hill that TSA there was no accountability, the FAA managers did transfer to TSA, and TSA was most definitely “unlike anything we had ever seen,” and TSA AVSEC was worse than that of the FAA.   Mr. Hill hung his head and demurely said, “Things didn’t turn out as we had hoped.”

3.  Beginning in Jan 02, the media conducted a number of TSA Screening Checkpoint and airport assessments, which lasted through Dec 03.  These assessments, at many major airports across the Country, proved conclusively and irrefutably, that TSA could not successfully perform even the most rudimentary x-ray screening procedures.  These assessments proved that bombs, guns, grenades, and explosives could easily be taken through the screening checkpoints at will.  The TSA was notified after each and every assessment, yet it failed to take corrective measures. TSA, in some cases, threatened reporters and ended up making a statement to the effect that, “Screeners were performing as trained and in accordance with SOPs.”  This is a true statement but begs the question, “Why does the President and congress continue giving TSA billions to train screeners to fail at the 100% level, more than two years after TSA inception?”  When I delivered a one hour 15 minutes composite tape of these failures and other documentation  to Mr. David Schaffer, Majority Counsel, House Aviation Subcommittee, on 01 Apr 03 and posed the aforementioned question, he opted to “take the fifth.”  The government knew how bad aviation security was before 9/11 under FAA; they know how bad it is now under TSA.  The x-ray screening assessment failures, considering all aspects of the screening process (i.e. detection, resolution, control), remain at a 100% failure rate.  TSA has proven itself incapable of understanding/dealing with the aviation security system and has focused (money and personnel) primarily on screening to the detriment of the rest of the system.   Yet, to the best of my knowledge, absolutely NO one in the federal government has done anything besides talk.

4.  A number of aviation security experts have offered, gratis, suggestions to TSA for improving security at little to no cost.  TSA ignores these suggestions and continues to fail.  On 22 May 03, Bogdan Dzakovic, who works for TSA, gave sworn testimony to the 9/11 Commission that aviation security today is so bad that a class of high school students could take down a plane as a class project.  Not long thereafter, Nathan Heatwole validated that assertion.  The OSC validated Bogdan Dzakovic’s whistle blower complaint on 18 Mar 03, sending that report to the White House.   Since that time Bogdan has been quoted frequently in print media, testified at the 9/11 Commission, been interviewed on TV, met with many congressional staffers; in all cases he stated that AVSEC under TSA was worse than under the FAA.  Yet he has not heard one single word from the White House.  If the White House were serious about AVSEC they would note, from Bogdan’s whistle blower complaint, that he was right before 9/11 and they should at least be curious that he now says TSA is worse.  Yet the White House remains mute on this issue to this very day.  TSA is an executive branch organization.

5.  Today, virtually the only one touting TSA success is TSA.  Congress (both chambers, both parties) attacks TSA.  Private firms, the General Accountability Office (which prior to 07 Jul 04 was the General Accounting Office), the media, the Department of Homeland Security Inspector General (DHSIG), et. al. castigate the TSA for its profligate spending and ineffectiveness in providing transportation security.  Recently, Republican House Aviation Subcommittee Chairman, John Mica said, “The major problem we have is that TSA is a Soviet-style centralized bureaucracy serving 440 airports.”  Mica added, “I know TSA intimately. TSA has had problems because it is a centralized system. It will never get it right. Until there is reform, they will not be able to address security needs or schedule the requirements of 440 airports across the country.”  Written of his democratic counterpart, Peter DeFazio, “Though the specific results of the inspector general (sic) report were classified, the committee's ranking Democrat said it showed that passenger screening is no better than it was 17 years ago.”  Clark Kent Ervin, the DHSIG: “Airport security screeners perform poorly, whether they're government or privately employed workers, the Homeland Security Department's chief investigator told Congress on Thursday.”  All of these organizations and government officials have finally validated what we as a group and a few other individuals have been saying for almost 3 years now.

6.  The following members of Congress received hand-delivered proof of TSA failures for over a year and a half beginning April Fool’s day of 2003:
Representatives Andrews, Cox, DeFazio, DeGette, Greenwood, Harman, Harman, Hayes, Kirk, Lee, Mica, Moran, Pelosi, Rogers, Tancredo, Thompson, Tiberi, Udall, Vitter, Young

House Committee Staffers Schaffer, Soumbeniotis, Gupta
Senators Byrd, Cochran, Dorgan, Frist, Graham, Hollings, Hutchison, Kerry, Lieberman, Lott, McCain, Rockefeller, Shelby, Stevens, Wyden, Warner, Allen,  Landrieu, Breaux

Senate Committee Staffers, Whitehorn, Manley, Mattison

Yet NO one has done anything besides talk and give the TSA more money to waste.  OSC-validated whistleblower Bogdan Dzakovic, one of if not the most valuable aviation security assets in the TSA ,remains isolated and wasted.  In late 2003, TSA Administrator James Loy claimed TSA needed more money, just before spending almost two million dollars on executive bonuses and a TSA birthday party/award’s ceremony (excerpt from DHSIG audit: “For example, for the coffee breaks, TSA paid $64 for each gallon of coffee and $3.75 for each soft drink. For the reception, TSA paid $1,850 for seven sheet cakes, and $1,500 for 3 cheese displays. For both coffee breaks and the reception, TSA paid $7,975 in banquet service charges.

TSA spent approximately $461,745 to host the first annual TSA Awards Program.”
7.  The TSA is THE government’s answer to/cure for the aviation security failures of 9/11.  The “cure” is provably and demonstrably worse than the disease.

8.  “The National Commission on Terrorist Attacks Upon the United States (also known as the 9-11 Commission), an independent, bipartisan commission created by congressional legislation and the signature of President George W. Bush in late 2002, is chartered to prepare a full and complete account of the circumstances surrounding the September 11, 2001 terrorist attacks, including preparedness for and the immediate response to the attacks.”  (Source: 9/11 Commission website.)


a.  The 9/11 Commission proved to be anything but independent and in the end, proved to be “just another commission” and a failure.  The President, although signing the legislation, did everything politically and fiscally possible to prevent the formation and work of the Commission.  Only near the end of the Commission’s life did President Bush begin to fully cooperate, probably after being assured that NO ONE would be held Accountable.  And no one was!  The 9/11 Commission’s conclusion sounds very similar to that of DoTIG Mead’s conclusion noted above in “The Smoking Gun,” 2. C. – “Yes, there were some bad problems, but no one was really at fault.”


b.  The Commission published its report with 41 recommendations.  NO ONE WAS HELD ACCOUNTABLE.  On 09 Sep 04, Congressman DeFazio announced the release of an additional 9/11 Commission Staff Statement on Aviation – aviation, the long ignored but most critical aspect of the cause of 9/11.  That Staff Statement, obviously redacted/ sanitized (probably to protect the guilty in the government), contained 94 recommendations, but says virtually nothing new that the TSA is not already doing or claiming to do.  There is NO mention of: the continuing and dramatic TSA failures, the corruption and lying of the TSA hierarchy, the lack of experience/knowledge in subject matter of the TSA hierarchy, or that anyone should be held accountable for the TSA waste of billions of dollars without improvement in transportation security.  The recommendations are virtually meaningless.  In the end there is NO RECOMMENDATION THAT ANYONE IN THE TSA BE HELD ACCOUNTABLE FOR ITS PROVEN FAILURES.  Thus TSA managers, as well as those in other federal jobs, continue to have absolutely NO incentive to change the way they do business.  They have once again been rewarded for violating their oath, their charter, and for once again placing the American public at NEEDLESS risk.  The TSA has had three failed Administrators in less than three years.  The first, John Magaw, was fired.  The second, James Loy, was promoted for his failures.  I opine the reason is that the White House and Congress had long lauded Loy and couldn’t afford another embarrassing firing.  So, they “kicked him upstairs.”


c.  The Official Commission Report issued 41 recommendations without once mentioning the one organization that could and should have prevented 9/11 – the FAA.


d.  The “answer” to the failed aviation security of 9/11 is the TSA.  The Commission’s total recommendations regarding the TSA:



(1) Recommendation 20 excerpt: This screening function should be

performed by the TSA, and it should utilize the larger set of watchlists maintained by the federal government.



(2) Recommendation 21 excerpt:  The TSA and the Congress must give

priority attention to improving the ability of screening checkpoints to detect explosives on passengers.


e.  The Commission, which had TSA Administrator James Loy as a witness (27 Jan 04), was provided abundant documentation on TSA gross negligence and failures.  Yet the Commissioners did not ask Administrator Loy about the continuing failures and waste of money.  The only Commissioner who even approached the subject was former Sen. Bob Kerrey who said, “I hope that TSA doesn't do to Amtrak what it's done to the airlines. I mean, that's the way I feel, let me just tell you. I just -- from the standpoint of a single individual, I don't feel safer and I don't feel like -- in part because I don't think we're walking up to the microphones and saying, all of us made a terrible mistake. We miscalculated here… my view is a lot of this new money we'd have been better off converting into $1,000 bills and throwing it out the window.”

9.  We contend that TSA “aviation security” is so bad, including screening (where billions were expended), that a group of terrorists could, with a few  hours of planning, and virtually 100% chance of success, get explosives aboard aircraft, and bring down 25, 50, or 100 planes in a few hour’s period -- without any of the terrorists having to die.  On this date, 9/11/04, we again  challenge the government, if it disputes our assertion, to permit us the opportunity to prove what we say!


a.  We have been making this claim for almost two years and have repeatedly challenged the TSA to debate the issue or certify a group of us, in writing, to prove what we say. The same offer has been made to many congressional staffers who don’t know how to respond.  This offer stands today, 9/11/04 and will continue to stand unless miraculously, the government actually gets serious about AVSEC.


b.  While the TSA has wasted billions on Aviation Security, they have spent, according to Stephen Flynn (retired US Coast Guard Officer and author of the book, “America the Vulnerable,” and an 18 Jul 04 article entitled, “Why America Is Still An Easy Target”) only $500 million on port security since 9/11/01.  Stephen Flynn also noted that this is not a lot of money – the government spends this amount in 3 to 4 day’s in Iraq.  Ports and rail may not be as emotive a target as aviation, but are potentially far more devastating if breached.


c.  The vulnerability of the rail system makes it an attractive target to a terrorist.  Trains can roll into the US virtually unmolested across the northern tier of the US from Canada and the southwest border from Mexico, where it is alleged that Mexican Drug cartels own rail lines.   These rail lines can thus bring railcars from Mexico right into the heart of most major American cities.  For instance, the media and the congress have expressed “concern” over the fact that trains roll right through the heart of Washington, D.C.  Trains containing HAZMAT use those rail lines.   If a train containing HAZMAT, chemical or biological weapons, or a crude nuclear device were to be detonated during a workday in the city, literally tens of thousands of people could be killed.  The media has reported that trains can be rerouted some 50 to 60 miles outside the city, which would eliminate the threat.  The President, the congress, and the DoT’s Federal Railroad Administration (just a block or two from a rail line) know this vulnerability well as did the FAA, vis-à-via AVSEC, pre-9/11.  So why don’t the government take any action to reduce this vulnerability?  In the last three and half years, the railroad industry has contributed $16,866,216 to elected federal politicians. During the 2004 election cycle (through midsummer 2004) - $368,801 to President Bush; $46,079 to Sen. Grassley; $45,025 to Sen. Specter; $39,800 to Sen. Daschle (source: Opensecrets.com).  The top contributors are the large railroads, some of which own the rails that run through Washington, D.C.  These amounts pale in comparison to what the air transport industry contributed to politicians pre 9/11 and post 9/11.  Today  the major air lines are declaring bankruptcy, yet contributed during the 2004 election cycle (through midsummer 2004) --  $721,866 to President Bush; $177,724 to Sen. Kerry; $100,300 to House Speaker Hastert; $84,150 to House Minority leader Gephardt; $68,00 to House Aviation Subcommittee Chairman John Mica; and $63,250 to House Aviation Subcommittee Ranking member DeFazio.  In the last three and a half years, the air transport industry has contributed almost $45,000,000 to federal politicians (source: Opensecrets.com).   Since 1990, the Transportation Industry has contributed to federal politicians $281,669,375 that we even know about. This is over a quarter Billion dollars.  (source: Opensecrets.com)  Air Transport contributed over a third of that. “Those who fail to heed the lessons of history are doomed to repeat them."
WHISTLE BLOWING and ACCOUNTABILITY


The Country is now three years down the road since 9/11.   Much has been said; much has been written; and much has been spent.  Very little has been DONE!  New organizations, e.g. TSA, have been formed.  These organizations have proscribed whistle blowing.  Anyone who knows anything about whistleblowers knows that to become a whistleblower requires tremendous courage, integrity, and a fear of something catastrophic happening if vulnerabilities are not addressed.  Any whistleblower will say that it is a miserable existence and that one has to be “nuts” to become a whistleblower for other than the reasons previously mentioned.  The government, rather than encourage whistle blowing strongly discourages such action while some even lie about it, e.g. FBI Director Mueller.  Every government organization has some internal vehicle(s) to pass information up the chain of command.  The ONLY reason management would proscribe whistle blowing is that it intendeds wrongdoing and wants to cover it up; the only reason an employee would blow the whistle is because (s)he is forced to do so because top management continues to ignore/cover up dangerous vulnerabilities brought to its (top management’s) attention.


Despite all the rhetoric, lies, and claims of the TSA, aviation security is worse today and vulnerable to attack through any number of threat vectors.  Those who manage the TSA have lied and tried to cover up – déjà vu from pre 9/11 FAA. The senior managers of pre 9/11 DoT/FAA (Secretaries of Transportation Slater/Mineta; DoTIG Kenneth Mead; FAA Administrator Jane Garvey, and FAA Assistant Administrator for Civil Aviation Security, Cathal Flynn) not only violated their oaths of office and betrayed the Country  -- they are guilty of intentional and willful negligence which aided and abetted the terrorists in the murder of over 3,000 people.  All these senior managers have flourished in the post 9/11 era rather than being held Accountable.  This lack of Accountability is a primary reason for the continuing failures of the TSA managers who know they can, literally, get away with murder.


The federal government has repeatedly proven itself incapable of honoring its oath and protecting the citizens.  Realistically, Homeland Security has improved quite a bit  -- not at the hand of the federal government, but at the hand of local governments.  The federal government promised the states a lot of money; the federal government has failed to honor its promises.  The current administration talks of tax cuts, downsizing the federal government, and giving money/control back to the states so that the states can deal with issues locally where they are better understood.  Yet this administration has swelled the ranks of the federal government and reneged on its promises. It matters little which party holds the White House and the congress.  Running for office is so expensive and the money required to do so, enormous.  Rather than treat each other as “loyal opposition,” the parties treat each other and act as if the other party is enemy.  Elections are nasty, bitter and full of rancor and lies.  While the parties fight for corporate money (leaving them “beholding” to the contributors) and fight each other, the safety and security of the American People are left largely to chance and luck.


The 9/11 Commission in the end (although surfacing some interesting information) proved to be mostly theatre.  The 9/11 Commission Aviation Staff received the information binders alluded to at the first of the paper plus a copy of the 2003 version of this White Paper.  Early in the Commissions existence, a copy of this paper literally was placed in the hands of Chairman Kean, Mr. Ben-Veniste, and a copy mailed to Mr. Roemer.  During the last Commission public hearing, a copy was placed in the hands of Mr. Lehman, and Mr. Kerrey.  Yet, they all ignored the indisputable cause of 9/11 and refused to name names.  No one held accountable; only broad recommendations that mean little without accountability.   The Commissioners have taken the show on the road, testify before congress, and hold some town hall type meetings.  They recently formed a “Public Discourse Project.”  Had they had the courage and integrity to do their job in the first place, all of this would be unnecessary.  It seems that the Commissioners are trying to “makeup” for their deficient report through hearings and meetings.  


The way of “doing business” in the post 9/11 federal government is quite the same as pre 9/11.  There is NO reason to change.  Many have been rewarded and promoted.  Each organization had to reestablish itself and fight for recognition and a bigger piece of the federal budget pie.  The managers are the same; they got where they are by acting a certain way; they only know how to act that way; and No one has ever held them Accountable for that type behavior  -- why should they change?  If there is any doubt, one has only review the Sibel Edmonds case.  Ms. Edmonds was absolutely right in her allegations, according to Sen. Charles Grassley, the 9/11 Commission, the head of the FBI Office of Professional Responsibility (internal affairs), and the FBI itself.   She honored her oath.  She did not violate the sacred rule of the FBI (Don’t Embarrass the Bureau!!); more than most, she upheld the motto  - Fidelity Bravery Integrity.  She acted out of conscience and concern for her adopted Country.  DoJIG Glenn Fine concluded his investigation into the firing of Ms. Edmonds stating that she was not fired for her whistleblowing.  Director Mueller, himself questioned that “finding.”  Ms. Edmonds was simply fired and told that they (the FBI) didn’t have to tell her anything.  A week later she received a letter from the FBI saying she was terminated purely for the convenience of the government.  America professes to be a Nation of Laws.  Yes the Department of Justice (DoJ) and the Nation’s “premier” enforcer of that law (FBI)  blatantly refused to tell her why she was fired.  Our whole jurisprudence system is based on the accused having the right to hear the accuser and KNOW what the charge is.  Yet, DoJ and FBI violated this.  Ms. Edmonds is “accused” of being a hero, a patriot and yet she is treated worse than a criminal.  Thus the question  -- “If Sibel Edmonds wasn’t fired for her patriotic whistleblowing, what is the reason she was fired?” If the DoJ/FbI refuses to simply say why Ms. Edmonds was fired, I can only assume they are lying and covering government wrongdoing and betrayal.  Director Mueller fired Ms. Edmonds, leaving the criminals she reported flourishing in the FBI.  

To wit:

Jim Lehrer ONLINE NEWS HOUR, 06 Jun 02

ROBERT MUELLER: “Absolutely. I issued a memorandum on November 7, reaffirming the protections that are afforded.  I indicated I will not tolerate reprisals or intimidation by any bureau employee against those who make protected disclosures, nor will I tolerate attempts to prevent the employees from making such disclosures. I want people in the field to tell me what is happening.”

CNN INTERNATIONAL.  Paul Zahn Now  Aired August 17, 2004 - 20:00   ET

GRASSLEY: “Well, I think the director, in his letter to us, even though it's very contradictory, indicated to us that, one of the reasons she [Sibel Edmonds] was fired was because of her whistle blowing. That's quite an admittance.  And this comes from a person who a long time ago promised me in a hearing that there wasn't going to be retaliation against whistle- blowers. I'm still waiting for Director Mueller to institute that policy he told me about, that whistle-blowers were going to not ever be retaliated against.”


Thus the Director of the FBI, Director of the agency with the motto “Fidelity Integrity Bravery,” Director of the agency which escaped the 9/11 Commission rebuke; Director of the agency that is to become the US domestic intelligence agency, the Director of the Nation’s “premier law enforcement agency” has proven himself a consummate liar.  If the testimony he gave above was under oath, then he is also a perjurer.  

A FINAL SELF TEST

Sadly, the number of 9/11 Families is many.  Some took the government payment, probably because it was simply too hard to fight and relive the tragedy everyday.  Some elected to group together and hire some of the best law firms in the Country in an effort to exact ACCOUNTABILITY.  Others may or may not have taken the payment, but have been a driving force behind the 9/11 Commission.  Bogdan and I offered to provide written documentation to the 9/11 families regarding exactly who caused 9/11 (naming names) and why – and more importantly how very easily it could have been prevented.   We offered, gratis, to send them a copy of BOOK III or if they wished, we would come to a location of their choice, at our expense, to answer any and all questions.  Very few availed themselves of this offer.  Thus a year ago, this paper was put together in order to try to reach the 9/11 families with what we consider to be THE critical information needed to understand that tragic event.   Despite the excellent work of the 9/11 Commission Aviation staff, The 9/11 Commissioners virtually ignored aviation. Instead they chose to focus on intelligence failures and “take the 9/11 families” along on a devious detour away from THE most guilty in allowing the NEEDLESS slaughter of their loved ones.   Yes there were failures in intelligence and law enforcement.  Intelligence and law enforcement agencies are the best of all scapegoats in any case because these type agencies are NOT tied to corporate monied interests.  Long ago I wrote that the “worst” that could happen would be for the heads of these organizations be required to resign.  The “excuse/reason” proffered by these organizations for their failures would be a paucity of resources, i.e. money and manpower.  This is exactly what happened.  Placing the blame exactly where it belongs, i.e. FAA, DoT, congress, and White House could easily reduce the huge corporate donations of the air transport industry, et al, to the congress and White House.   I have heard 9/11 family members testifying at congressional hearings since the 9/11 Commission Report was promulgated.  I listen to these well-intentioned people and sadly realize they have no idea about the “inner workings” of the federal government. One widow testified that our congress wants for us to inform them.  (See “Pre 9/11, FAA Security,” para 3, p14. “Personal Initiatives” and information “informing” congress throughout this paper.   I currently have almost 4200 e-mail receipts from the White House and congress.) Some of the 9/11 families have become unwilling dupes of the 9/11 Commission in believing that 9/11 was caused by intelligence, law enforcement, and military failures.  I also opine that the absolute ease and simplicity with which the events of 9/11 could/should have been prevented, must be an overwhelming assault on the senses and logic of those who lost so much that tragic day.  The mind must tell the surviving families that it had to be something complicated to have failed so miserably.  Fact is that it was not; 9/11 was so very simple to prevent.  

To repeat, there were indeed failures in intelligence, law enforcement, and military  but the question (a rhetorical question) that MUST be asked and which provides THE answer,  is:

 “If the FAA had hardened the cockpit doors, as recommended inside the FAA in the early 90s; had in place a few very simple, inexpensive, procedures utilizing equipment organic to the aircraft; and followed procedures based on then-current threat (thus preventing the terrorists from accessing the cockpit), could the events of 9/11 have occurred?”

It was the FAA’s responsibility to do this, NOT CIA, FBI, USCS, NORAD, or anyone BUT the FAA ALONE.  

This is a question we have long posed, but has been long ignored.  NO ONE has even challenged this question  -- for obvious reasons.  Thus once again, we welcome, invite, beseech challenges to this premise.  No one in the congress, the 9/11 Commission, or TSA has challenged this idea simply, I believe, because they CAN’T.

NO ACCOUNTABILITY; NO REMEDIES

Disclaimer/notice.  This is a relatively voluminous document, which deals with years of government failures, many organizations, many people, and a multitude of facts.  There are obviously going to be grammar/spelling mistakes.  I’d appreciate corrections as the reader notes them.  I sedulously, to the best of my ability, tried to avoid mistakes dealing with people and events.  That said, I name names and do so because to the best of my knowledge and ability, the statements are based on fact.  Naming names, to me, is not name calling, but simply accountability. If proven wrong, I will publicly apologize. I won’t if I am not mistaken.  Should anyone named in this document take exception to how they were portrayed and seek legal remedy, the legal remedy is to be directed at me. I welcome your challenge. It is I and I alone you must hold ACCOUNTABLE.  

Steve Elson   updated this day, 28 Sep 04

Approximately 22 months after 9/11, four lead bags (impervious to x-ray) which could have contained IEDs, pistols, knives, etc, were easily and successfully taken through Dulles and Newark (9/11 Hijacking Airports) with TSA failing 100%. 








The FAA’s stated mission: Ensuring Safe, Secure, Efficient Flight.  The mission of FAA Security (ACS):  “Prevent security incidents in the aviation system.”  The failure to honor the oath and perform the mission resulted in the events of 9/11.








Cathal Flynn – In my educated opinion, THE number one facilitator of the slaughter of those who died on 9/11, someone who chose airline profitability and convenience over his sworn oath and stated mission to “protect the flying public.  He is closely followed by FAA Administrator Jane Garvey.”  





With nothing more than a latch costing a few dollars (or even a scrap piece of rope) and a few simple procedures based on then current threat, some passengers and cabin crew would likely have died, but the planes could NOT have been hijacked and there would be no 9/11 as we now know it!





If there had not been one single indication of threat, not one intelligence report, no known or unknown threats, no FBI, no CIA, it still would NOT have mattered one iota … “IF”:


 


IF the FAA had taken the quick, simple, inexpensive, and easy remedies available to meet its statutory obligations, it could have PREVENTED the hijacking.


IF the FAA had PREVENTED the hijacking, then anything planned thereafter by the hijackers was inconsequential; it simply wouldn’t have mattered.  


IF the FAA had been doing its job, 9/11 could not have occurred.





PREVENTION was THE key.  








We contend that TSA “aviation security” is so bad, including screening (where billions were expended), that a group of terrorists could, with a few  hours of planning, and virtually 100% chance of success, get explosives aboard aircraft, and bring down 25, 50, or 100 planes in a few hour’s period -- without any of them having to die.  On this date, 9/11/04, we again  challenge the government, if it disputes our assertion, to permit us the opportunity to prove what we say!
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